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Abstract

In this papes, we present an integrared research stuedy i On-fine Signature Verificarion
nnderiaken by several teams that participate in the BioSecure Network of Excellence, Thix
nnegretted work, started during the First BioSvcure Residential Warkshop, fas av main objec-
tive the development of an On-line Signature Verification evaluaiion plaiform. As a Strst step,
Siair On-tine Signamre Verification Systems based on differamy approaches are evalnared arid
cenpared follawing ihe vame experimental protocol on weyr signatire dedalase, which is the
luvgest existing on-fine western signature databuose publicly available with 16 500 signanres
Jrom 330 elients. A pariicalar focus of work documented in this perer iy medti-algorithic
fusion i crder 1o sty the complamentarity of the approdches imvolved. To this end, a simple
Jusion method based on ihe Mean Rule is uved aifter o mormalizaion phasse,
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SYSTEMES DE REFERENCE DE BIOSECURE POUR LA VERIFICATION
DE SIGNATURE EN LIGNE : UNE ETUDE DE LA COMPLEMENTARITE

Résumi

Dans eet article, nous présenians wn travail comman sur o verificaiion de signatiive en-
Yigae, véalisé par 4 équipes qui participent au Résean d” Excelience BioSecure. Ce fravail
commmn, débité durant le premier « Workshop » résidentiel, a pour prtncipal olyjectif le déve-
toppement d'une plateferae d'évaluation pour la vérification de la signarure eri-figne, foul
o ubrrd guaire svstemes de vierification de signatire en-fione basés sur fifférentes approches
Sonl évainds et compards en wtilisam le midme protocale expérimental sur fe bose de siena-
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ares MCYT, la plus grande base existante de signatures en-ligne disponible, avec 165060 signn-
tures de 30 personnes. Ensuite, Vaccent estmis sur la fusion multi-aigorithmique afin d e
dier la complémentarié des approches impliguées. Powr cela, une méthode de fusion simple
et wttlisde, hasde sur une moyenne des scores apris une phase de nermalisation.

Muots clés: Biomctrie, Ecrilure manuscrite, Sipnatune, Trailement en ligme, Authentification, Fiude comparati-

v, Mdéthode statissique. Modile Markay eachs, Modile référence, Distance mathémarique, Ensde expérimentale,
Progrinnmme recherche.
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1L Description af sustems aned fusion V. Coneclusions
techinigues References {19 refl)

L. Experimental setup

L INTRODUCTION

The Network of Excellence (NoE) BinSecure started in June 2004 grouping the critical
fiass of expertise required to promete Europe as a leading force in the field of Biometrics,
The main objective of this network is to strengthen and to imegrate multidisciplinary
research efforts in order to investigate biometrics-based identity authentication methads, for
the purpose of meeling the trust and security requirements in the progressing digital infor-
mation society. This goal will be auained throngh various integrated efforts. Among them, a
common evaluation framework including Reference Systems, assessment protocals and data-
bases is at the centre of the objectives of the Network, Indeed, this framework permits, for
the first time, the creation of standard evaluation conditions at the Eurapean level, that is to
evaluate the existing systems at the international level with regard 10 Reference Syslems
developed by some purtners of the netwaork.

This paper presents the particular work in the On-line Signature modality. For the first
ime, three BioSecure Reference Systems for On-line Signature Verification. from GET/mT
Unstitut National des Télécommunications) in France, University of Magdehurg {ams0) and
University of Kent, are presented and evaluated jaintly with another state-of-the-art syslem
trom Universidad Politéenica de Madrid, (UpM) — an additional member of the BioSecure
Metwork. The sysicms encompassed both attempis (0 develop high performance oplimised
verification algarithms and simpler benchmark structures to broaden the base of conmpeari-
sons which could be made. These four systems were evaluated in the context of integrated
work undertaken by the four institutions participating to the first BioSecure Residential
Workshop in August 2003, Among the four systems here presented, the approsches taken ane
very different: two are based on a statistical approach, Hidden Markov Models [1], and two
on reference-based metheds: Levenshtein distance [2], and distance measures in general.
Systems are evaluaied with the same protocal using the largest existing on-line western
sgnature database. the signature section of the MevT database 3], containing 320 clients,
The work is particularly focused an the combination of such systems to exploit the cample-
mentarity of the approaches involved,
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Combining multiple systems has already been the subject of intensive research [4-3]. We
chose in this work a simple fusion method, the Mean Rule, that has proven (o be efficient
after a score normalization phase [4,6], Indeed, the aim ol normalization is w obtain compa-
rable scores in order w atain good results through simple fusion rules, This fusion method
svaids a time-consuming learning phase (as found in other schemes such as Support Vector
Machine For examplel, bul sill requires a dedicated development set of scores to compute
nonalization Gactors, To thal end, a fusion protocol based on Cross-Validation [9] is propo-
seid on the MOYT database.

This paper is organized as (ollows: iest, the (our systems here presented and the normali
zalion technigues vsed lor their scores” combination are described in Section I1, then the
experimenial setup is detailed in Section [ acyT database description, individual systems”
protocel and fusion protecol ). Finally, Section IV presents the analysis of results and Section
Vodraws our conclusions,

I DESCRIPTION OF SYSTEMS AND FUSION TECHNIQUES

11.1, HMM-based approuaches

Two approaches stodied in this framework are based on Hidden Markov Models (Hmub
The first is based on the fusion of twe sors of informatien derived from a writer's Buin and is
designated Heference System 1 (Retl). This system was developed by Geriivt [10]. The
second is based on the standard Log-likelihood information and developed by vem [ 11]; it is
called Sysiem 4 (Sysd) in the remainder of this paper.

11.1.1. Reference System 1

Signatures are modeled by a continuous lefi-to-nzht vvM. In cach state a continuous den-
sity multivariale mixture of 4 Gawsstans s used, A complete #n descnption can be found in
[11. 25 dynamic features are extracted at each point of the signature, Teatures are given in
Table [ and described in more detail in [10], They are divided into two sub-catezories,
vamely dynamic leatures and local shape related leatures,

The (opology of our signature Hym only authorizes transitions rom cach state w iself
and o its immediate dghi-hand neighbor, Also, the covarianee matris of each mulivariae
Ganssian in each state is considered diagonal,

The number of states in the v modeling the signatures of a given person is determined
individually, acconding to the wtal number (7, ) of all the sampled points available when
summing all the genuine signatures that are used (o train the corresponding Hym, We consi
der it neeessary o have on aversee at least 30 sampled points per Gavssian for a good re-esti-
mution process. Then, the number of states & is computed as:

= I

| 5o | whiere brackers denoe the imeger parn.
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TaBLE [, — The 25 dynamic features extracied from the on- line signalure,

Lew 25 caractivistigues dvmamigives extraites de la siemar re en-ligne,

M* Fearme name ]
_EI_-.-nmic feamres -2 Mormalized coordinates lfti=x, ¥il-y Jrelatively 1o the graviry center
1,0 ¥l of the signatore
1 Speed in
= 4 Speed iy
5 Ahinlate speed
- & Rativ ef the minimom oves the sasimum speed on m window of 3 pints
7 Acceleration inx
i & Acceleration in v
& Absalue arceleration
i Tangemtial scoeleration
1 Pen pressure (raw data)
12 Wariation ol pen presaire

13-14 Ten=inclination mewsured by tws angles
i g

15-16 Varation ef the 1w pen-inclination angles

Local shape 17 Angle o between Lhe absolute speed vector and the « axis
related fearunes 1% Sineioeh

19 Cosinel )
il Wardarion of the o angle; o

21 Sy

2 Clowi ine (g9 ]

23 Curvature radivg of the signature at the present paint
4 |.{'-||g!i'| b wicdth ratie on windows of siec 5

25 Length oo wid th ratio on windows of size 7

To improve the quality of the modeling, we also normalized separately for each person
each of the 25 features deseribed in [10], in order o give an equivalent standard deviation 1o
each of them. This puarantees that each parameter contributes with the same importanee o
(he emission prabability computation performed by each state on a given feature vector. This
alsn permits a better trmining of the WM, since each Gaussian marginal density is neither oo
fat nor too sharp, Indeed, if it is wo sharp, for example, it will nol Wwlerate variations of 1
given parametes in genwine signatures or, in other words, the probability value will be guite
different on different genuine signatures. For more details, the reader should refer o [14].

The Baum-Welch algorithm [1] is used for parameter reestimation. In the verilication
phase. the Viterbi algorithm (1] permits the computation of an approximation of the log-like-
lihood of the input signature given the model, s well as the sequence of visited states (called
“most likely path™ or “Viterbi path™).

On a particular Lest signature, we compuie the distance d, (Likelihood distance) between
its log-likelihood and the average log-Tikelihood on the training database. This distance is
then shifted to a similarity value s, (Likelhood Score) between () and I, by the use of an
erponential function:

26 AnN, TELECOMM, 62, 0" 1-2, 2007
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Fior 1. — Computation of the Segmentution Vector

Chbtention du wectewr de segurentaliv,

5 = exp (_ e

i oW ;

)|. where ndenotes the number of parameters describing the siznature.
i

wUpar

Ciiven a signature’s most likely path, we consider & N-components Seemeniation Veviar,
N heing the number of states in the claimed identily's By, This vector has in the i position,
the number of feature vectors that were associaled 1o state § by the Viterbi path (see Figure 1),
We then characterize each of the training signatures by a Seemenrarian Vector. In the verifi-
cation phase, as shown in Figure 2. for each test signature, we compute the City Block dis-
tance o herween its associated Segmentasion Vector and all the Seamentation Vectors of the
training database. and we average such distances. This average distance is then shifted 10 o
similarity measure s, between 0 and 1 (Viterhi Score) by an exponential funetion. as follows:

f—d . .
&, =exp o, where TH._H denoies the average length of o client's enrollment signatures.
LR 1

This score normalization is intrinsic 10 the system and only exploits information from the
client’s enrollment signatures.
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References

Fic 2. — Exploitation of the Viterbi Path information. sv siands for Segmentation Vector.
Expnieite ion ole " infornzaion di ehemin de \Treehis v signilie Vectenr de Sepmennarion,
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Finally, on a given tesl signature, these two similarily measures {5 and x ). are fosed by a
simple arithmetic mean.

Thiz system was evalunted during sve'2004, the First Tntemational Signature Verification
Competition. in the two tasks of the competition [12]; it gave very good results in Task 2, but
tis best result, obtained in Tusk 1, unfortunately could not be reponed in [12] hecause of
“incomplete results™ (the system could not process 10 signatures from the evaluation set).
Indeed, if we consider those 10 samples as classification crrors of the system, our syslem is
then elassified in position 2, which is an excellent resuli.

IL1.2, System 4

On-line Signature Verification System 4 is based on functional feature extraction and
Hidden Markov Models (ivws) [1). This system was used by UM in the First International
Signature Verification Competition (sve 20040 with excellent resnliz [12]: in Task 2 of the
competition, where both trajeciory and pressuré signals were available, System 4 was ranked
first when testing against random forgeries. In case of testing with skilled forgeries, System 4
was only vutperformed by the winner of the competition, which was based on Dynamic Time
Warping [13). i

Below we provide a brief sketch of System 4, for more details we refer the reader to [11].

Feature extraction is performed as follows, Coordinate trajectories ix,. ¥ ) and pressun
signal p,_are the components of the unprocessed feature vectors, where n = 1, .- Noand NV,
is the duration of the signatre in time samples, In order o retricve relative information from
coardinate trajectories (x,, ¥, and not being dependent on the starting paint of the signature,
signature trajectories are preprocessed by subtracting the center of mass. Then. a rotation ali-
enment based on the average path tangent angle is performed. An extended set of discrete-
urme funclions is derived from the preprovessed trajectorics. The resulling functional
signature deseription consists of the following feature veciors (o Yo Pror B Vs P G ¥
Py B U B ) with =1, . N, where the upper dot notation represents an approxini-
tion 1o the first order time derivative and @, v, p, and & stand respeetively for path tangent
angle, path velocity magnitude, log curvature radius and total aceeleration magnitude, A whi-
tening linear transformation is finally applied to each discretc-time function so as o obtain
zera mean and unit standard deviation function values,

Given the parameterized enrallment sel of signatures of a user, a continuous lefi-to-right
M was chosen to model each signer's characteristics: this means that each persen’s signa-
tre is modeled through a double stochastic process, characterized by a given number of
states with an associated set of ransition probabilities, and, in cach of such states. a conti-
puous density multivariate Gaussian mixture. No transition skips between states are permii-
tec. The Hidden Markov Model (1nvn) 4 is estimated by using the Banm-Welch iterative
algocithm. Ciiven o test signature paramelerized as O (with a duration of N lime samples)
and the claimed identity previously enrolled as A, the similarity matching score 5

|
§=7 log piQy| 4)

s camputed by using the Viterbi algorithm,

Bn A, T Sosse, 62, n® 122, H07
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IL.2, Approaches based on Distance measures

This section deals with two approaches hased on distance measure Tunctions, One is
based on the comparison of a test signature to a reference hy an Adapted Levenshicin Dis-
tance of two character strings [14], called Reference System 2 (Ref 2) and developed by the
University of Magdeburg. The other is a distance mensure between two fealure veclors mepre-
scnting the test and the reference signawres respectively by a series of statistical features,
called Reference System3 (Ref 3).

1L2.1. Refervnce System 2

The basis for this algorithm is the transformation of the dynamic handwriting signals
iposition, pressure and velocity of the pen) into a character siring and the comparison of two
character strings according to the Levenshtein distance method by V. L. Levenshtein [2]. This
distance measure delermines a value for the similaricy of two character strings. To get this
character strings, the online signature sumple data must be transferred into a sequence of
charneters as deseribed by Schimbke & al. [ 14]. From the raw dat of the writing (pen position
and pressure) the pen movement can be interpelated and other signals can be determined
such as the veloeity, In order o transfer a signature inte a string, we use the local extrema
(minimum, maximomp of the function curves of the pen movement. We name the occurrence
of such an extreme value as an event. Another type of event is the gap afler each scgment of
the signature. A segment is the signal between the pan-down and the subsequently following
pen-up. Short segments are another type of events, It is not possible for short segments 1o
determine extreme points because too few data are available, These events can be subdivided
into single points and segments from which the stroke direction (e.g. from left to right) can
he determined. We analyae the pen movernent signals, extract the feature events fand arrange
them in temporal order of their oceurrences in order to achieve a string-like representation of
the sigrature. An overview of the deseribed events £ is represanied in Table 11,

TanLE 1L — The possible event types,

Les differens tvpes & 'évévemenis possibie,

ol S-Cole Dreseription

B o By s Xy¥pP -TWER, XAV, Y-TTE , - I, 1T, e S .
£ Epp : W Ve vy Vv oy VTN W ST, VTN, Vs, G-I, s

[ yd I g, poinl

Eyg vin By short events; directicns: | T_.?I,—b, b I A T

Al the transformation of the signature :\IrHI'IEJE:\ the events are encoded with the characters
of the column “5-Code” n:s.ull:ing in aevenl P.T1'i|'|g', ||u..ki|,ir_|r;|:i are marked with x and v, pres-
sure with g, velocines with v, v, and v paps with g and points with o, Points are temporally
very short strokes for which no velocity or direction can be determined because they are
overlapped or the writing duration lies below a fixed valve, Maximum values are encoded by

A, TELECOMMUN,, 62, n® 1-2, 2007 T
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capiizl letiers and minimum values by lower case leters, A difficulty at the ransformation is
the simulianeous appearance of extreme values of the signals because here no temporal order
can be determined. This problem of simultaneous events can be treated by the creation of a
combination event, requiring the definition of scores for edit operations on those combination
events. In addition, a normalization of the string lengths is also required because the lengths
af the sirings can be different at the biometric anthenticanon by fluctuations of the biometric
snput. In this approach, an additional normalization of the distance is performed due 1o the
possihility of different lengths of the two string sequences.

The signals of e pen movement are represenied by a sequence of characters now. Star
ting vl from the assumption that similar sirokes have also similar string representalions, 4
biomelric authentication based on signatures can be carned oul by using the Levenshiein
Distznce,

The Levenshiein Distance determines the similanity of two character strings by the trans
fomatian of one sting into the other one by using operations on the individual chamcters.
Far this transformation a sequence of the operations insert, delete and replace ix applied o
every single character of the first stning Lo tansfer this inte the second siring. The distance
hetween the two strings is the minimal number of edit operations at the transformation. Ano-
ther possibility is the use of weights for cach adit operation. The weights depend on the
sssessment of the individual aperations. For example, it is possible to weight the deletion of
4 charscter higher then replacing with another character. A weighting with respect 1o the indi
vidual characters is also possible. A formal description of the algorithm is given hy the follo-
WINE recursion;

0, e = min[DGE - L+ w0
D - 1)+ wy,
Pii—1j-1+w]

| RO
DG, 03 = DG - 10+ w, vij=>0
ﬂ‘.n-j,.'- =iM0, j - 11+ w,
D0, 0y = 0 )

In this description, i and j are lengths of the sirings ¥, and 5, respectively. The weights of
the operations insert, defete and replace are w), w, and w,. The weight w, is (il characters
50i)=5,(11. A smaller distance £ between §, and 5, denotes greater similarity than a larger
islamnce.

1122 Reference System 3

Reference Svstem 3 (Ref3) is based on a series of statistical fzatures shown helow, and is
used principally to provide a simple non-optimised baseline for performance comparison
against the more highly tuned, high performance systems, The features represent the propo-
sl set for a developing standard within the biometrics community; a process which reguires
performance charaeteristics o he estahlished.

The features extracted from each signature were:

1) The standard deviation of all sampled X values — prior Lo rotation

b The standard deviation of all sampled ¥ values — prior to rotation

LAY Arn TH ACOMMUN., 62, 0" |2, N7
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¢) 1000 x {1 + The correlation coefficient of X and Y values to three signilicant digits )
d) The total signature/sign time in milliseconds

&) The wotal in=contact signature/sign time (Force (1) = 0) in milliscconds

[) The: mean of all sampled Foree (F) values which are greater than 0

o} The standard deviation of all sampled I values which are greater than 0

lh} The mean of all sampled Azimuth (Az) angles in degrees

U The standard deviation of all sampled Az angles in degrees

1) The mean of all sampled Elevation (El} angles in degrees

ki The standard deviation of all sampled Ll angles in degrees

1) 1000 x {1 + The correlation coefficient of Az and El angles to three significant digits ]
mp Total number of pen down pen up sequences

n) Pen distance in X-axis divided by the pen distance in the Y-axis

The Canberra distance measure was used o evaluate the similarity between a reference
and a sample signature:

S P
\:,_._
=i Ix |+|1|

where:
x = reference statistics
v = sample statistics
i = feature number
n = total number of fealures

In this metric, the numerator represents the dissimilarity and the denominator normalizes
this dissimilarity. Therefore the result will never exceed one and there will be no scaling
effect.

Caleulations sre made between pairs of statistical features extracted from a reference
signature (known a priori to be genuine} and o test signature (whose authenticity will be
found out a posteriori). The metrie provides a final distance result, which is in the range 0 o
I 1f =uch distanee is lower than the value of the decision threshold the claimed identity is
accepled, otherwise it is rejected,

112, Fusion Technigues

The individual system scores are combined using a simple Arithmetic Mean Rule (AaMR)
after performing a normalization of these scores. Indeed, the aim of normalization 1s to
obtain comparable scores in order o attain good results through simple fusion rules. Two
rvpes of normalization are studied: the first one is based on the Min-Max normalization [7]
and the second one, called Bayes normalization, uscs a posterion class probabilities [6].

Axn, TELLoOMMUN,, B2, n° 1-2, 2007 L
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The “Min-Max™ wormafization of score s of one unimodal expert it defined as
=5t M-rm) where M is the maximum and m is the minimum. We consider the mean | I
and standard deviations () of both the client and imposior distributions in the training data
buse, and set: = My =200, and M= u_ + 26, Indeed, azsuming thal genuine and impos
tor s¢ores follow Gaussian distributions. 95% of the values lie in the [u - 2a, i + 20]
imerval; following this model, our choice of m and M permits 1o cover most of the scones.

ilues higher than M or lower than n: are thresholded. This normalization maps the score in
the [(,1] interval, _

Finally, Bayes nommalization uses the u-posterioni elient class probability 2(C | ) given
wore 5, as a normalized score. A-posteriori probabilities are obiained using Bayes® rule as
follows:

sl oy Pioy

P(C|5) = :
Pis| €y Picy + prsiny P

where P(C) and P are the client and impostor peiors, and Pis | ©) and P | ) are the client
and impostor likelihoods, Conditional probability densities are computed from Gaussian
scare distributions whose parameters are estimated on (he training datubase, Assuming inde-
pendence between the two scores s, and x5, and following |6]. we compute the arithmetic
mean of AC | 5,) and P(C | x,).

11l EXPERIMENTAL SETUP

HLL MCYT brief description and the associated protocol for each system

IL1.L MOYT Signature Database

The number of existing large public databases oriemed 10 the perdformance evaluation of
reeognition systems in On-line Signatre is quite limited. The MCYT project, however, is a
large bimodal corpus consisting of lingerprints and on-line signatures from more than 300
subjects [3]. A subset af 100 subjects of the McyYT database was made freely available ai the
end of 2003, In this Section, we give a bricl deseription of the signature corpus of weyr,
Since this corpus is the larpest existing On-line western Signature dutabase compared o
other existing available corpus [15). it was chosen as the reference benchmark data within
BioSecure On-line Signature Verification Evaluation platform,

In order to acquire the dynamic si Anature sequences, a Wacom pen tablet, model inTuUos
A6 LB was emploved. The pen tablet resolution is 2 540 lines per inch (100 lines/mm), and
the precision is (125 mm. The maximum detection hetght is 100 mm {pen-up movenents are
also considered), and the capture arca 18 127 mm {widih) % 97 imm (heighty. This tablet pro-
vides the following discrete-time dynamic sequences: position o in x-axis, position ¥, in

I This subse 1 can be obinined fallewing the instructborne pst s i es

126 ANN, TE ECOMML s, &2, 0® 122, 2007
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v-axis, pressure papplied by the pen, azimuth angle ¥, of the pen with respect to the tablet,
and altitude angle ¢, of the pen with respect 10 the tablet, The sampling frequency is set Lo
100 He. The capture area i5 further divided into 37.5 mum (widthh = 17.5 o (height) blocks
which are used as frames for acquisition,

; - |
| |||
- B

=" ) A [ LA
L enniehinlh "V R il SR R O, i TN |
*Hosna] Tawtalonal oo sla rad
B e e I |
ST A LTI R st

sl

=

.[‘iﬁ'ﬂ' ‘: 4 [E@JJ J_L

o R |

o v o (R (et W [ W
"Ar—wAfd] BB/ Be—1 aAl
L ey e |
"ﬂ 0o 30 Mg ] Hv—::"w 1] .w-a;-;" Ai:

Fiti 3. = Signadlures from sacyT datbase cormesponding to three different subjects, For each subject.
the two left signatures are genuing ad the one om the right 1s a skilled Terzery. Plois below
cach signature correspond 1o the svailable information, namely: position trajectories, pressune,
and pen sximulh and al tiosde angles.

Sigrnatures de fd ke WCFT corvesprndiont 6 rais pevsones. Fone chegue peesonme,
der deer signaiioes O ganche corvespondent ar stgneires anthentiooes of colle g drdte & une vrade
imitarsions, Lew figorey siiede s on deasons corresponndent eon informuarions disponibles: coordonndes
o b drarecionne, pression e angles & inelfnatsom di seode
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The signature corpus comprises genuine and shape-based highly skilled forgeries with
natural dynamics. In order to obtain (he forgerics, each contributor is requested o imitate
other signers by writing naturally. without artifacts such as breaks or slowdowns, The acqui-
sition procedure is as follows. User n writes 2 set of S genuine signatures, and then 5 skilled
forgeries of client n-1. This procedure is repeated 4 more times imilating previous users -2,
n-3, -4 and #i-5. Taking into account that the si gner is concentrated in a different writing task
between genuine signature sets, the variability hetween clicnt signatures from different
acquisition sets is expected to be higher than the variability ol signatures within the same
sel. As o result, each signer contribuies with 25 Eunuing signatures in 5 groups of 3 signatures
each, and is forged 33 times by 5 different imittors. The toLal number of contributors in
MEVT i3 330, Therefore the total number of signatares present in the signature database s
330 % 500 = 16 S0, half of them genuine signaturcs and the rest forapries.

Some signatures samples from McyT database are shown in Figure 3.

NL1E Tndividual systems® Evalustion Profocol

The first fifty (50) writers of the MoyT database are considered ais the Development Set,
This set was used by the different teams involved 1o tune their systems, for example for choo-
sing the best combination of parameters. or the best topology of the system in the case of
HnMM-based approaches. The remaining 280 persons are considered as the Evaluation Set,

In the Evaluation Set, the first five genuine signatures of each wriler in the MoyT database
are used to build each client’s model or references. The remaining 20 genuine siznalures,
together with the 235 skilled forgeries and 279 randam forgeries (" signatre of cach other
client of the Evaluation Set) are used for test purposes.

L1, Description of the Fusion Protocol and the different experiments

1.1, Pratocal

As mentioned in Section [11.1.2, the first 50 writers of the MCYT database are considercl
@ the Development Set, called in the fallowing “mMcyr-507, and (he rermaining 280 users as
Evaluation Set,

The Evaluation Set is split into two parts of equal size (140 persons) designated respecti-
vely the Fusion Learning Set ( #i5) and Fusion Tasl Set (#7%). The first is used to compute nor-
malization factors that are applied (o the Fusion Tes Set, in order (o test the fusion systen.

We have chosen a Cross- Validation {C¥) procedure because it permits us ta oblain resulis
on the entire database instead of only on a predefined test subset, We consider a 2-fold Cross-
Validation (ev) pratocol [9], It consists in splitting the database in 2 subsets §1 and $2 and in
first using §1 as Leaming Set (#.5) and S2 as Test Set (#7¥) and then in interchanging their
toles, that is (rix = §2, 77e = §1). Several splits must he considered 1o reduce the bias effect
related to one particular split.

For each split, instead of computing error rates (FAR. FRR) in cach of the two steps above
described (Step 1: (Fis = 81, pys = §2) and Step 2: (F15 = 52, F75 = 51)). we compute global
errar rates (Fak, FRR) on the whaole Evaluation Set. Thiz wa y. For a given value of ihe decision

12126 ANN, TELECOMMIRN,, 62 07 1.3, 3007
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threshold, a single couple of ervor valoes (FAR, FRR) is associated to cach split of the database.
Then, for each split, by varying the value of the decision threshold, we obtain a DET curve
[16],

Wi consider 30 different splits leading to 50 peT curves. For each value of the decision
threshold, we also compute an average error rate over the 50 splits (error rates are directly
sveraged).

II1L2.2, Experiments

In our experiments we study combinations of pairs of systems and compare them 1o the
four individual systems here presented in order to have some insigzhl on svatems’ comple-
mentarity. Then the bast combinations of two systems are compared 10 the comhination of all
the four systems, and also to the combination of the three Reference Systems. Two schemes
are studied in the following: one considering both skilled and random forgeries simulia-
neously, the other considering only skilled forgeries,

[E1.3. Systems’ optimization on the Development Set

This Section is devoted to the optimization of systems on the Development Set, namely
Moy T-500.

In fact, Reference System 3 (the baseline system) has no structural parameters (o une
before evaluation. Tuning of the system would indeed constitute the selection of a subset of
Features; this alternstive was not chosen because the aim of the system was precisely (o test a
proposed set of features for a developing standard within the biometrics community. On the
ather hand, The Adapted Levenshtein Distance algorithm proposed by Magdeburg University
as a1 Reference System, is based on rules which convert an online handwriting signal inlo a
string. It is very difficult 1o improve or to enlarge these rules to a given sel. For this reason, it
was chosen nol 10 wee the algorithm to MoyT-50,

Conceming ™T's Hvs-based approach, no optimization of the system was performed in
order to measure the sysiem’s performance on totally unseen data.

In thiz Seclion, we repon configuration experiments of On-line Siznatre System 4 on the
Devedopment Set. The two experiments described in the following are related wo the configu-
ration of the functienal Feature sel and the modeling complexity, respectively

LA L System 4 Optimization on MCYT-50; Functional Feature Set

The eonfiguration for the functional feature extraction experiment is based on the previous
work reporied in [17]. The modeling complexity is fixed to 4 g states and 8 Gaussian
mixtunes per state. Training data of each user consist of 5 training signatures, each ane from
a different ucquisition set. Results are given as the average individual ger for all the
50 signers in the Development Set, considering all the skilled forgeries available for each
user. Bach individual e is computed following the operational procedure introduced in
[18]. Resulis For different functional sets are shown in Figure 4.

Anm TELEC s, 62, 17 1-2, 200 1326
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‘We first observe that although pen inclination signals have shown discriminative capabi-
lities in ether works [19], the inclusion of these twa lunetions worsens the verification per-
formance in the Signature System 4. In particular, average cck decreases from 10.37%
10 4.54% when pressure signal is included to the basic position trajectory information,
but increases o 65.28% and 4.84% when azimuth and altitude signals are respeetively
considerzd,

In Figure 4 we also show the verification performance for an increasing number of exten-
ded functions, computed over the basic sct |x. v, p|. In particular, when path tangent angle 6,
path velecity magnitude v, log curvature radius 0. and total acceleration magnitude a are pro-
gressively included, 2.57%, 1.99%, |.44%, and 0.68% average ks are obtained. The sct
composed by these 7 functions {x, v. p. 8 v, p, a} will be referred to as w. The verification
performance result for the final functional configuration of System 4 consisting of the 7 func-
tions in w and their first order time derivatives Aw is also plotied in Figure 4.

MLA2. Syatem 4 Optimization on acyT-50: Modeling Complexity

The functonzal fealure set is fixed o [w, Aw]. In order to configure the syslem O have
good generalization capahilities, we use here 5 training signatures from the lirst acquisilion
set, and test with the remaining ones. Results are given as the average individuzl EER for the
50 users in the signature development corpus considering all the skilled forgeries ef each
wser, as in the previous functional set experiment. The topology of the HMM is fixed 1o lefi-to-
right transitions without skipping states. The modeling complexity is related then o the
pumber of states W and number of Gaussian mixtures per siate A, Verificalion perfonmnee
resulis are given in Table 111

w Xy
[
2
g
(T
™
c
o
E x|-1ﬂll-p|t.’il"llr-||a}-=.wl
w W AW
- : e G
o 2 4 G g 10 12

Average EER (in %)

Vo 2. - Funclional Feature Extraction experimens. Verifization performuance resulls
for skilled forperies are given for varicos funetion sets including: pesition trajectories ¥ and v,
pressure p, aximuth 1 altitede @, puth wngent angle &, pah velocity magnitude v, g corvature radius g,
total accelerstion magnitude o and their firss onder time dervatives A,

Eypériences d extraction di carmeérisigires fonctioelles, Les pegformances de vérificarion
sont dannées powr difffrens easembles de carrmetéEnstigues foncioine les
&t en considérant de vraigy imitations,
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TanLe IV, — Individual systems” performance st the BER paint considering bath random
and skilled forzerics,

Performumees des systimes air point KRR en considérant i o fois
les viaies imiarivny e bes imitasions aléaaires.

Syuiem Rell Svad Ref [-Vit Refl-Lik Rl 2 Rl 3
EER 291 % 4.3 % 46 5% ] G Q1% 11.3%

We first notice that the best system is the statistical system based on the fusion of the two
scores above mentioned, the Likelihood Score and the Viterbi Score (both descended from
the xame Hidden Markov Model), that is the Reference System 1. 1L is worth noting first that
this score normalization is intrinsic to the system as explained in Seetion 111, 1: also. it is a
personalized score normalization because it only exploits information from the client’s
enrollment signatures.

This result is followed by the performance of System 4, also based on a Hidden Markoy
Model. It i= interesting to notice that System 4, whose oulpul seore is the Log-likelihood of
the test signature given the madel, does better than Ref1%s Likelihood Score alone (Befl-Lik
in Table TV and also than Retl's Viterhi Score alone (Ref1-Yit in Table IV,

IV.2. Individual systems’ comhbination

In Table V¥, we show results of combinations of systems reporting the Equal Error Rate
(EER) over S0 splits of the database, since a normalization (Min-Max) of scores is performed
balore fusing the scores of different systems. We also report the standard deviation over such
Sthsplits at the Eek point o evaluate the confidence of resulis,

Table WV shows that the best result seems 0 be the combination of all systems, closely
iollowed by the combination of the two systems based on HMws (Refl+Sys4). In fact, the
standard deviation of errors over 50 aplits of the database shows that the difference berween
the two 15 not significant: indeed, the difference between the mean EEr over 50 tials for both
combinations of systems is of the same order of magnitde than the standard deviations
reported in both cases. Therefore, we may conclude that the two combinations of systems are
cquivalent,

For more insight, Figure 5 shows the relative performance of the individual systems and
the two best combinations: all the four systems and the two HMM-based approaches. We
confirm that the fusion of both HyM-based approaches is equivalent w that of the four sys-
lems For any value of the threshold.

16428 Anm. TELECOMMUN, @2, 8% 1.2, 20617
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Tanie V.~ Performance of Systems’ cumbination il the FER point alter Min-Max normalization

Performances des combimaisets de SYHEMES erit PO EER agorés e o smadisation
eles scorey par a smdiiede die Min-Mice

| Min-Mas normalization
System s Combination EER % Sid EER %
All: Rel | +Ref2+Ref3+5yst .12 0,03 |
Bl l+5yst (3 LM
Refl-¥it 1 Sysa 155 0.04 ]
Refl-Lik + Sys4 211 (L
Ref | +Rel2+ Ref 212 003 ]
Bell+Ref? 235 L
o Sysdsler? 282 0.0h
Refl Reld 288 10,04
= Ref |-Lik + Refl Vit 150 0.0
Ref]-Vip + ger? 307 .07
K Ref3 +Sys4 EXT 0.07 |
Rell-Lik = Ref? im 0.10
Ref? 4 Rl 1 011 i

For more insight, Figure 5 shows the relative performance of the individual svstens and
the two best combinations: all the four systems and the two musebased approaches. We
confirm that the fusion of both HyvM-based Approaches 18 equivalent to that of the four 8y~
tems for any value of the threshald,
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V.21 HVIMI-based systems amd their possible associated combinations

When Rel17s seores ane combined separately o Svstem 4, we notice that one of the rwao
combinations 15 significantly better than the other: (Ref1-Vit = Sysd) reaches 1.53% of eer
while (Rell-Lik + Syxd) shows a higher ger (2,115} Tt seems indeed that the two Likeli-
el infermativn from both Evea-hased systems are less complementary than Svs4's Likeli-
hood and Rel'l's Vierhi Score. This can be explained by the fact that the Viterbi Score
correapands o another level ef desceription of signatores than the one that characterizes the
Likelihood. Indeed, the Viterbi Score commesponds 1w an intermediate level of description. that
ol porticns of the sipnature that are the ouleome of the sepmentation performed by the taraet
el on the signature. The Likelihood is an average over the whole signature of very local
“seores”, namely cmission probabilitics. This averaging effect introduces, in fact, a cemain
loss of local information: il is why the Viterhi Score that keeps local information at the level
of segments is <o complementary. It helps partienlarly the system 1o diseriminae impostors
when the length of the impostor signature is different from the average lenpth of the cliem’s
signatures: indeed, the more the respective lengths of client’s and impostors” sipnatures are
difterent, the more their respective segmentations perfonmed by the clieat’s model will be
difterent, and thus the more the discrimination capabilities of the system are enhanced

Alsa, for comparisan purposes, we studicd the combination af the two scores froan Rell
(Kefl-Lik + Ref1-¥it) attcr a Min-Max normal ization as the other combinations considered,
W aee in Table W that any combination of Sys4's Likeliheod score 1o ane of the two scares
fromi the other Bxint, Refl-Lik or Ref1-Vit, gives a betier result than combining Refl-Lik and
RetT-Yit. as done in Refl. This can be cxplained by the fact that the two dvivi-based systems
catract different information from a signature. and madel such information i a different way,
although bath HMas have the same type of topology (Left=to=Right with no skips), and the
sumez medel for the emission probability (Gaussian mixture ). The two Hvss differ in some of
the teatures extracted from the signature (Refl uses more local shape-related features whe-
reas Sysd uses mainly dynamic information . the number of states (Refl uses a variable nom-
ber of states according to the client’s enrollment signatures whereas Sysd uses only 2 states),
and the number of Gaossian componenis per state (4 in the case of Refl and 32 in the case of
Svsd) Figure 6 shows the corresponding DET curves that confirm these remarks for any value
of the threshold: there exists in fact a tangible complementarity of the two Baee-hased sys-
tens,

To conclude about the relative guality of the two s -based approaches, cerfainly Sys4's
Likelihood score is a better system than Refl™s Likelihood Score alone, but Ref17s Viterbi
acore is very effective when comhbined 1o the Likelihood information, particularly in increa-
sing the discrimination capabilities of the system o imposiors.

Finally, Figure 7 shows the performance of the fusion of the 3 Reference Systems
(Refl+RefZ+Rel3) compared to the fusion of both niMs-based approaches (Ref14Sysd). We
notice that, close o the EER point. combining the two iMd-based approaches (Refl+5ys4)
lowers the error rate by a factor 2 compared 1o combining the 3 Reference Svstems.

Ir the following. we compare the best combination aof HMM-based systems (Refl +5ys4)
Lo the combination of distance-based systems.

V2L Comparison to the combination of distance-ased systems

When combining distance-based systems (Ref2+Ref2), results are signmficamly improved
iroughly of around 509 at the EER point) compared to both individual systems’ resulis

| 826 Ao TEECoMmMum., 62, 0 1-2, 207
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(5.15% relatively 10 9.1 8% for Ref2 and 11.1% for Ref3). This can alse be seen in Figure 7
showing the corresponding DET curves, We conclude that these two systems thal are simple
and less computationally expensive compared 1o HMM-based approaches, when put together,
zive stale-of-the-art performance. This is an interesting result. Of course, HymM-based
approaches are certainly computationally more demanding, but they are more fine- this is
apparent when we recall thar the combination of the two Hyms (Rell+8vs4) give a resul;
that is, at the Erg point, roughly 4 (imes betler than the resulr obtained by the combination
of the two distance-based approaches (Ref24Ref3), as shown in Tahle V. This can be confir-
med in Figure 7 when comparing the DET curves of (Ref2+Ref3) system to (Ref] +5ysd)
syslem,

IV.2.3. Combination of HMM-hased and distanve. based systems

We now analyze results affer performing fusion of av-based approdaches o distanee-
buased approaches, The best resulr is obtained by fusing Refl with Ref?2 (Rell+Rei),
wlthough the improvement obtained relatively to Refl alone is rather low {2.35% compared
o 2.93% at the R pointy. Figure 8 shows indeed results obtained by combining Ref2 1o
the two Hywm-based Sysiems separately, (Refl+Ref?) and (Ref245ys4), compared o
the combination of (he IWo HMM-based svslems (Ref| +5ved) and (he individual systeins
involved,

O the other hand, when 1) using System 4 with Ref2 (Ref24+5ys4), the relative impro-
vement with respect 1o System 4 alane js significant (2,62% campared to 4,1 6% at the ger
puint). This result is confirmed in Figure 8. It s interesting because it shows the power of
fusion : certainly, fusion always improves results since it adds #n extra dimension 1o our

AN, TELECoMMUN,, 62, 18 1.2, 207 1934
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diserimination problem, separating clients from impostors; but. in some cases. in which
complementarity exists between systems, a system that is less discriminant (Ref? in this
vase) improves the other (Sys4 in this case) of about 50%. This is not observed in the
(Refl+Rel2) combination probably becausc few extra information is brought hy the
edit-distance approach after the intrinsic fusion of Refl, Likelihood Score with Viterhi
Scare,

Concerning the fusion of HMM-based approaches to the ather distance-based approach
(Ref3), the combination of Ref3 with Refl gives betler results than with System 4 (7 88%
compared o 3.55% at the k&R point). Figure 9 shaws the comparison of these combinations
between them and to the individual systems, and in particular 1o the combination of the fwo
Hunm-based approaches, On the other hund, the resulting system (Ref1+Ref3) is less diseri-
minant than Ref 1 combination with the other distance-based approach CRelT+ReiZ), Tndeed,
Ref2 is an elastic distance applied on strings encoding the sipmatures (test and reference),
while Ref3 is simpler: a distance measure nomialized to the [0,1] interval applied on Fea-
tires exiracted on the signatures.

In the following section, we study the case in which only skilled forgerics are considered,
In this case, in order 1o perform Bayes normalization, previously described in Section 113,
we assume that the client and impostor score distributions are Gassian,
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IV.3. Effects of normalization

Inthe follewing, the same approach will be kept to present resulis: combinations of
couples of systems are first compared to the four individual systems: then. as before, the hast
cambinations of two systems are compared 1o the combination of all the four systems, and
also to the combination of the three Beference Systems.

TapLE V1. - Individual systzms’ perfomnance at the CER point when only skilled forgeries are comsidered,

Ferformances dex KVELRIRES ene [T EFR S1) cempsicd pang WRIRERRERE A8 Vraies tmitavians.

Sysiem Rl Refl-Vit Syt Refl-Lik | Rei2 | Refs
EFR % 573 .70 B30 103,83 1580 | 19,55

First, we notice in Table VI thar performance decreases with respect to that reparted in
Table IV, which is a normal phenomenon. since the task is more difficult for systems when
considering only skilled Forgeries,

In Table VII, the Equal Eror rate (reg) reporicd is the average kex over 50 splits of the
database. We also report the standard deviation over such 50 splits at the rre point. Two
soore normalizations are considerad in this case; Min-Max iand Bayes normalization, bath
previously described in Section 11,3,

TABLE V11 — Performuance of systems’ combination with skilled Forgeries at the BB pomm
after Min-Max and Buyes normalization.

Pectoriamces des combingivons de SYSIEIRES QU Peint EER en 0 considdrems
quie lex venies imivations apris une o g lisaron do Serres par bes mdihodes die M- Moy
ef purdes Frobabilités o posteiarn

Min-Max normalization Bayes normalization

Svstems' combinations FER & SmFER % EER % STD EER %
REF]+5vsd 340 05 363 (L1
ALL: REFI4-REr2+REFI+5y54 .50 [y 344 o
 Rerl-ViteSvod X .08 197 010
REF] LiKeSvsd 533 009 837 (14
REF]+REr2 553 01 543 i1
REFL+R3 .95 (T 561 013
[ Rel-vieRem 615 B 715 014
REF145v54 648 012 Al 0.19
KEE|-Lig+liee? .00 012 .83 0.16
REF3-Sved &29 (.11 744 020
L RezeRens 16 X 1285 | .05
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We notice in Table VII that the same major tendencies on individus syetems and fusion
syslems are confinmed at the grp point. Resulls reported in Tabje VI show that the best indi-
vidual system remains Refi (5.73%), fallowed in this case by Refl-Vit (6.70%), then by
Sysd (8.399%) and fimally by Refl-Lik (10835 ). Indeed, when only skilled forgeries ure
used, the discrimination capabilitics of Rell-Vit are enhanced. Sysiems based on distanee
masures follow. with an errar rale increase of a factor 2 of the best distance-based syalem
(Ref2y with respect o Sysiem 4,

Concerning fusion and the effect of the normalization scheme used. (he combination of
the two HyMy-based approaches (Ref1+Sy:4) and the combination of gll the systems
iRef] +Re2+Ref3+8ysd) are the best s¥stems, whatever the normalization scheme is. Alep,
Table VIT shows that considering the standard deviation of the errors, the fusion of all sys-
tems is equivalent to the combination of the two HyvM-hased approaches (Ref1+Sys4) in buih
normalization schemes,

The combination of Ref1's Viterhi Score with Sys4%s Likelihood score (Refl-Vit + Sysd)
remains a good system; when using Min-Mux normalization it is equivalent 1o the hes yu-
lems Whereas when using Bayes narmalization scheme it is less efficient than the combing.
tion of all svstems,

All other combinations are far behind, above 526 of Equal Error Rate: in particulur,
rows in Table VII below the combinatinn of Refl and Ref2 systems (Rcfl+Ref2) give worse
results than Ref1 alone.

V. CONCLUSIONS

This integrated work of four mstitutions of the BioSecure Network of Excellence is a first
Siep towards a European evaluation platform for On-line Signature : three Reference Sys-
tems have heen presented, with another system of an institution of the Netwaork, Universidad
Pelitéenica de Madrid (UPM) in Spain. Reference Syslems are respectively an HMM-based
approach exploiting fusion of two complementary scores fram Instipu Nutional des Télé-
communications (INT) in France [10], an edit-distanee comparing strings describing the
reterence and test signatures proposed by University of Magdebury (amst ) in Germany [14],
and a simple distance-based method coupled with a series of statistical features for baseline
comparison with 4 nan-optimised implementation based an standardised features. The fourth
System evaluated is also hased on HvMs. on a classical Likelihood score [1]. Both Bai-based
dpproches were evaluated in sve 2004 the First International si Znature Verification Com-
petition and gave very pood results |12

The individual systems and several of their combinations were evaluated on the largest
existing On-line western Signature database, the signature part of the Meyr database | 3],
containing 330 clients. 1t is the first time 1o our knowledge that so many syslems, covering a
large scope of approaches. are cvaluated on such a large database. Indeed. sve' 2004 Evalug-
tion Set contained only 60 persons [ 12]. Also. it is the first time in the literature tha severil
On-line Signature Verification approaches are combinad 1o study systems complemen arity.

Cur study of the combination of such systems was carried out by means of a eareful
statistical protocol, 2-fold Cross-Validation [$], which permitted us 1o evaluate confidence an
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results. Two configurations were chosen for evaluation: one considering skilled and random
fargeries simultancously, and the other considering only skilled forgeries.

The major tendencies observed on individual systems are the following: the best sysiem
is Reference Sysiem 1, based on the fusion of two scores, the Likelihood Score and the
Viterbi Score, both descended rom g srra It is followed by Svelem 4 that performs hetter
than the system basced only on the Likelihood Score of Reterence Svetermn |, Systems based
on distance mensures [ollow, with an Equal Error Bate increase of a factor 2 of the best dis-
tance-hasaed syslem (Relerence System 2) with respect to System 4.

Concerning the comhbination of approaches. whatever the normalization scheme is. the
combination of te two Hus-hased approaches and the combination of all the systems are the
best systenis. They are Tollowed by the combination of Viterbi Score of Reference Systam |
with System 4°s Likelihood score; moereaver, this system becomes equivalent to the best sys-
teins when performing Min-Max normalization with skilled forgeries. This result is interes-
Ling: imdeed. such lwo scores proved to be very complementary. All other combinations are
far behind.

Furthermore, concerning the influence of normalizations, studied with skilled forgeries,
Bayes normalization slightly improves the result of the fusion of all the systems. although
thi= systemn remains equivalent to the best combination (the two HMM-based approaches). In
the case of Min-Max normalizaiion with skilled forgeries, the best system is the combination
of the two HMM-hased approaches, although closely followed by the combination of all sys-
fems. Also, this commbination is equivalent in this case o Sysd’s Likelihood fused to Viterbi
Score of Relerence System 1.

More gencrally, our resulis show a clear complementarity of the two MM-based
approaches: indeed, any combination of Sys4's Likelihood score 1o one of the two scores
from Reference System 1 (Likeliheod Score and the Viterhi Score), gives a better result than
Eeference System 1 itsell. We conclude that the two Hmns extract ditferent information from
a signature, and model such information in a different way, although they are both Gaussian
Mixture Maodels with the same type of opology (Lefi-to-Right with no skips). Furthermore,
the two HMMs differ in some of the features extracted of the signature (Reference System 1
exntracts some rough local spatial information with sliding windows centered on each point).
but, at the same time, many similar dynamical information are extracted by both. Also, they
differ in the number of states and the number of gaussian components per state. Lo this
context of complementarity, now concerning its funclioning, we remark that Svsd's Likeli-
hood score is a better system than anly the Likelihood Score of Eeference System 1., and thal
the Viterbi Scorc is in fact a very pood system on the MovT database; indeed, we may recall
that i & previeos study of 1IN team [TO], it was observed that according to the database
chosen, this may vary: the Viterbi Score alone may lead (o higher error rates compared w
Likelihood Score alone, depending on the characteristics of the database, Finally, in any case,
as proven in [10] and in the present work, the Viterbi Score 15 really effective when combined
1o Likelihood information, particularly by enhancing the discrimination capabilities of the
syslem 1o impostors, We may state at this point thal the Tusion of the two Hys approaches
here presented may be considered as one of the best state-of-the-art On-line Signature Verifi-
cation system (1.28% of Fir on skilled and random forgeries, 3.40% of gee with only skilled
forgeries and Min-Max normalization, 3.63% with only skilled forgeries and Baves normali-
zation ),
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