On the applicability of off-line signatures to the fuzzy vault construction
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Abstract as a personal authentication method [12]. Signature recog-
nition systems are typically divided into two major groups:
In the present contribution, the applicability of off-line off-line signature recognition, where the still image of the
handwritten signatures to the fuzzy vault construction is signature is used, and on-line signature recognition, where
studied. Feature extraction is based on quantized maximadynamic information of the realization of the signature is
and minima from upper and lower envelopes of the signa- available.
ture. Baseline results are reported for skilled and random  The present work studies the feasibility of crypto-
forgeries of the MCYT off-line signature database, showing biometrics using off-line signatures, which finds applica-
that the proposed scheme is suitable for signers with goodtion in a number of important scenarios like document and
separability between genuine signatures and skilled forg- identity management based on handwritten signatures. The
eries. proposed system uses upper and lower signature envelopes,
which have provided encouraging results in off-line signa-
ture verification [9, 1].
1. Introduction This paper is structured as follows. In Sect. 2 we summa-
rize related works dealing with crypto-biometrics. Sect. 3
The g0a| of biometrics is to infer the |dent|ty of peo- briefly describes of the fuzzy vault construction, which is
ple based on anatomical or behavioral data (e.g., finger-used in the proposed scheme presented in Sect. 4. Experi-
print, face, signature or voice) [7]. In contrast with classical mental results are reported in Sect. 5. Finally, conclusions
knowledge or token-based identification, biometric recog- are given inin Sect. 6.
nition deals with information inherent to the user, which
therefore cannot be forgotten or stolen. The advances in2. Related work
biometrics research in the last years have led to the growth
of a series of new applications. Among them, one thatis A review of the state of the art of biometric cryptosys-
attracting an increasing research effortrigpto-biometrics tems is reported in [15]. It establishes a commonly accepted
i.e., the application of biometrics to cryptography. classification of biometric cryptosystems, nameli). key
In a world of ubiquitous networked devices, cryptogra- release where a secret key and a biometric template are
phy plays a leading role in security and privacy. The classi- stored in the system, the key being released after a valid
cal password-based systems limit the security of cryptosys-biometric match, andi( key generationwhere a template
tems to the complexity of the password (i.e., the weakestand a key are combined into a unique token, such that it
link). This lack of security, as well as the appearance of allows reconstructing the key only if a valid biometric trait
new scenarios such as keyboard-less interfaces, suggest ais presented. This last scheme has the particularity that it
ternative approaches to cryptograpBjometric cryptosys-  is also a form of cancelable biometrics (i.e., the key can be
tems where typically a biometric trait is used instead of a changed) and is secure against system intruders since the
password, have been proposed to overcome limitations ofstored token does not reveal information from neither the
classical cryptosystems in this context [15]. key nor the biometric.
Within biometrics, automatic signature verification has  Several schemes of key generation biometric cryptosys-
been an intense research area because of the social and leems have been proposed. Thezy vaultscheme [8] es-
gal acceptance and widespread use of the written signaturéablishes a framework for biometric cryptosystems. In this



construction, a secret (typically, a random session key) isC = {(c;,d;)}™,, whered; # p(c;). Finally, V = GUC
encoded using an unordered set of poiifsesulting in an conforms the encoded vault.
indivisible vaultV’. The original secret can only be recon-
structed if another sdB is presented and overlaps substan- Decoding. Given the field P used in encoding and the
t"","Ly ‘;‘V'th A. The fu_fzymfass_ of this COI’]SI'[I‘UCIIOI’I f|t|s well - encoded vault, the original secret is claimed using the
with the |ntra-yar|ab! ity of biometrics. U gdag e'F al. [14] setB = {b;}'_,. The candidate sep is computed as
proposed a biometric cryptosystem for fingerprints basedQ = {(b;,z:)}t_,, where(b;, ;) € V. Then a polyno-

H . - (22 =11 1y M .
on the fuzzy vault_, Where the encoding and decoding sets,;y) js reconstructed. A secret is reconstructed using an
were vectors of minutiae data. Other works have followed o correction algorithm, such as Reed-Solomon. If error

this approach for on-line signature data [5]. ~ correction is successfut/ = x. Otherwises’ = 'null’, and
In [16], Vielhauer et al. propose a biometric hashing iherefore the secret is not recovered. Note khiatthe min-
scheme for statistical features of on-line signatures. Theirj,um number of points from the genuine €étnecessary
work is based on user-dependent helper data, namely an Ing, reconstruct the polynomial and therefore necessary to
terval Matrix. Another biometric hashing scheme has been oconstruct the secret.
presented by Fairhurst et al. [3]. This work identifies the  jjydag et al. adapted this scheme to a fingerprint-based
problematic of intra-variability and proposes a key gen- piometric cryptosystem [14]. They propose to append the
eration algorithm based on vector quantization of feature cRc_16 of the secret to the input while encoding. In de-
subspaces. Other interesting approach to crypto-biometricgoging, candidate secret CRC is checked. If the check suc-
using handwritten signature is biohashing, where pseudo-ceeqs; the extracted secret is considered genuine with high
random tokens and biometrics are combined to aCh'eveprobability. Otherwise. the secret is not released.
higher security and performance [6, 10]. _ _ A generic fuzzy vault scheme for biometrics is presented
Information-theoretical approaches to crypto-biometrics Fig. 1.
have also been presented. One of the most interesting pro-
posals is that of Dodis et al. [2], where a theoretical frame-
work is presented for cryptography with fuzzy data (here,
biometrics). They propose two primitives:sacure sketch
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3. Overview of the fuzzy vault construction _ _ :
Figure 1. Generic fuzzy vault scheme for bio-

. . . metrics.
The cryptographic constructiofuzzy vaultdefines the

operations of encoding and decoding using a fuzzy key [8].

An encoded secret can only be decoded if the key overlaps

substantially with the one used to encode. This characteris4_ Fuzzy vault for off-line signatures
tic makes fuzzy vault a suitable construction for a biometric

cryptosystem. . .
yplosy Given the fuzzy vault construction, the challenge of an

implementation based on any biometric trait is to extract
stable information from the biometric. Therefore, the ob-
jective of a fuzzy vault system for off-line signatures is to
extract a set of fixed-size chunks of information from the
signature image that are both stable for multiple realizations
of the same user and different from random and skilled forg-
eries.

Encoding. Given afieldF (e.g., GK29), in which the ele-
ments can be coded withbits), a secret. ¢ F* is encoded
using a setd = {a;}!_,, wherea; € F anda,’s are distinct
for t > k. The secrek is mapped to the coefficients of a
polynomialp of degreek — 1. A genuine set: is calculated
asG = {(a;,p(a;))}_;. A chaff setC is computed as



4.1. Preprocessing signature datau, y, pressure, azimuth and altitude trajecto-
ries of the pen) of 330 contributors from 4 different Spanish
|nput Signature images are preprocessed in three ConsecSiteS. In case of Signature, hlgh skilled forgeries are also
utive stages as follows [4]: available (forgers are provided the signature images of the
clients to be forged and, after training with them several
times, they are asked to imitate the shape with natural dy-
namics, i.e., without breaks or slowdowns).

Signature information was acquired in MCYT project by
using an inking pen and paper templates over a pen tablet
(each signature is written withinia75 x 3.75 cn? frame),

SO signature images were available on paper. Paper tem-
Segmentation: Signature is then segmented by using a plates of 75 signers (and their associated skilled forgeries)
bounding box based on vertical and horizontal pixel counts. have been randomly selected and digitized with an scanner
Left and right height-wide blocks having all columns with at 600 dpi (dots per inch) [4]. Resulting subcorpus com-
signature pixel count lower than threshdlg, respectively  prises2, 250 signature images, with 15 genuine signatures
top and bottom width-wide blocks having all rows with sig- and 15 forgeries per user (contributed by 3 different user-
nature pixel count lower thaf, are discardedT{, = 15 in specific forgers). The 15 genuine signatures were acquired
the reported experiments). at different times (between 3 and 5) of the same acquisi-
tion session. At each time, between 1 and 5 signatures were

Normalization: Database used for experiments have acquired consecutively.

been acquired on a restricted size grid, so intra-user rotation, 1O different experimental protocols have been followed
variability is expected to be low and no rotation normaliza- [0f & training scheme based on a single signature. The
tion is applied. Segmented signatures are resized in ordeFIrSt protocol, referred to astra-set protocol has been de-

to have a width of 512 pixels while maintaining the aspect [n€d as follows. Genuine matchings are computed within
ratio. each set, avoiding symmetric matches. Impostor matchings

are computed between each genuine signature and both the
available skilled forgeries (15 per signer) and the first gen-
uine signature of all the other users avoiding again the sym-

_ _ metric matches (random forgeries).

In order to apply the fuzzy vault scheme to off-line sig-  The second protocol will be callénter-set protocaland
natures, we use the upper and lower envelopes of the signas heen defined as follows. For genuine matches, each sig-
nature [9, 1]. Envelopes are extracted as follows: for €achatyre is matched against all the signatures of the remain-
column in the normalized binary image, first non-zero pixel ing sets of the signer at hand, avoiding symmetric matches.

is assigned to the upper envelope, and last non-zero pixekyilled and random forgeries are computed as in the intra-
to the lower envelope. As a result, two 1D signals are ob- gg¢ protocol.

tained of the smoothing of the envelopes, using the moving

Binarization: Input images are first binarized by using
Otsu’s histogram-based global thresholding. A morpholog-
ical closing operation with & x 3 squared structuring ele-
ment is then applied to the binarized image.

4.2. Feature extraction

average method with span 35. 5.2. Results
Following the approach in [5], maxima and minima of
the two signals are extracted and quantized iNto< M An example of a raw signature of the MCYT database

steps, wheréV andM are the number of steps for the quan- and the result of preprocessing is presented in Fig. 2.
tization of x andy of each maximum or minimum. The
number of bits per point is therefoleg, (N x M). Finally, Raw signature Preprocessed signature

the fuzzy vault input key is formed by the set of quantized
maxima and minima. %

5. Experimental results

Figure 2. Example of a raw signature (left)
and the preprocessed image (right, in grey)
with the smoothed envelopes (right, in black).

5.1. Database description and experimental
protocol

A subcorpus of the larger MCYT bimodal database [11]
is used for the experiments. MCYT database encompasses Input point size for the fuzzy vault was set to 6 bits, 3
fingerprint (optical and capacitive acquisition) and on-line bits for thez coordinate and 3 for thg coordinate of each
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Figure 3. Example user. Each plot corresponds to the signature above. First signature is used as
the template biometric, with the squares being the quantized maxima and minima of the envelopes.
Signatures 2-4 are three different genuine realizations, where filled squares represent matches with
the template. Signatures 5-8 are four skilled forgeries.

maximum or minimum, based on related experiments with served for random forgeries, where best signature achieve
on-line signature quantization for fuzzy vault, as those re- an excellent separability distance of 12. In this figure we
ported in [5]. again observe that not all the signatures are well-suited for
An example of how the vault input is extracted from the this scheme.
signatures is presented in Fig. 3 for several genuine signa-
tures and skilled forgeries of the same user. We observe
that the represented user has a good separability betweef. Discussion
genuine and impostor realizations.
Average number of genuine matching points was mea-
sured for the intra-set and inter-set evaluation protocols (see A study of the applicability of off-line signature to the
F|g 4) We observe that average matches range from 3fUZZy vault construction has been presented. A baseline
to 18, being the majority of the users among 6 and 10. scheme based on quantized maxima and minima of upper
This value has an important effect in the implementation of and lower envelopes of the signature image has been pro-
the fuzzy vault construction, since the number of genuine Posed. Preliminary results with the MCYT off-line signa-
matching points determine the system threstiglde. the ture database show the feasibility of the proposed scheme
number of matching points necessary to release the secrefor a number of users with high separability between gen-
From Fig. 4 we conclude that not all the signers are suitableuine signatures and skilled forgeries.
for using this scheme to protect a medium size secret. We A number of findings are extracted from the reported
also observe that inter-set evaluation is only slightly worse experiments. First, the variability between different users
than intra-set evaluation. This fact shows that envelopes aremake it difficult to settle a unique operating poinbf the
robust to inter-session variability for the given system. fuzzy vault, which is related to the size of the secret that can
Also, it is interesting to see the average distance betweerbe locked in the vault. This could be overcome using user-
genuine and impostor vault input vectors for the same user,dependent thresholds. Also, we observed that the proposed
presented in Fig. 5. This gives a measure of how separablescheme is not suitable for a portion of users. Finally, in the
are the signatures for the given system. We observe that disfuture it will be interesting to study the effect of helper data,
tance for skilled forgeries ranges from 6 (good separability) which is not explored in this work and can enhance system
to 0 (impossible to distinguish). A better separability is ob- performance, as observed with other biometric traits [13].
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Figure 4. Average number of matching points
for genuine signatures for the users in the
database, sorted from highest to lowest.
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Figure 5. Average distance of vault input vec-
tors between genuine signatures and forg-
eries for the users in the database, sorted
from highest to lowest.
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