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Abstract. A time analysis of a reference minutiae-based fingerprint
matching system is presented. We study the relation between the score
generated by the system (NFIS2 from NIST) and the time required to
produce the matching score. Experimental results are carried out on a
subcorpus of the MCYT database and show a clear correlation between
both matching variables (time and score). Thus, a new threat against
biometric systems is arisen as attacks based on the matching score could
be largely simplified if the time information is used instead.

1 Introduction

In the last recent years important research efforts have been conducted to study
the vulnerabilities of biometric systems to direct attacks to the sensor (carried
out using synthetic biometric traits such as gummy fingers) [1], and indirect
attacks (carried out against some of the inner modules of the system) [23].
This research efforts have led to an enhancement of the security level offered by
biometric systems through the proposal of new countermeasures to the attacks
analyzed. Furthermore, the interest for the analysis of security vulnerabilities
has surpassed the scientific field and different standardization initiatives at in-
ternational level have emerged in order to deal with the problem of security
evaluation in biometric systems, such as the Common Criteria through different
Supporting Documents [4], or the Biometric Evaluation Methodology [5].

Within the vulnerabilities that have been studied, special attention has been
paid to the hill-climbing attacks [6/7I8]. These attacking algorithms produce a
number of synthetic templates which are iteratively modified according to the
score they produce: if the score increases the changes are kept and otherwise
the modifications are discarded. This way the score raises until the acceptance
threshold is reached and the system is broken.

Although hill-climbing attacks have proven their efficiency against biometric
systems, they still present the strong restriction of needing the score produced
by the matcher to be able to break the system. Even if the attacker is able to
access the similarity measure (which is not always the case), the attack can still
be countermeasured by quantizing the score so that the hill-climbing algorithm
does not get the necessary feedback to iteratively increase the similarity measure
until the threshold is reached.
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A bigger threat to biometric systems would arise if they could be attacked
using some easily measurable information such as the matching time, or the
power consumed by the system in the matching process. This type of informa-
tion, which has already been used to successfully attack cryptographic security
systems [9I10], is always accessible to a possible attacker and difficult to be ma-
nipulated or distorted by the system designer (in opposition to the similarity
score used in traditional hill-climbing algorithms).

In the present work we carry out a time analysis of a reference fingerprint-
based recognition system (NFIS2 from NIST [I1]), in order to determine if there
exists a relation between the similarity score produced by the matching module,
and the time required to generate that score. Such a study will permit to deter-
mine the feasibility of developing attacks against this type of systems based on
the time information, and the necessity or not of taking into account this threat
not only when designing biometric systems, but also when evaluating their level
of security.

The rest of the paper is structured as follows. In Sect. 2] the system analyzed
in the experiments is described. The database used in the experiments and the
performance evaluation of the studied system are presented in Sect. Bl Experi-
mental results of the temporal analysis are given in Sect. dl and conclusions are
finally drawn in Sect.

2 Reference System Analyzed (NFIS2)

The system analyzed in the experiments is the minutiae-based NIST Fingerprint
Tmage Software 2 (NFIS2) [I1]. This publicly available software is used in many
works as a reference system with which to compare new fingerprint verification
solutions. It is a PC-based fingerprint processing and recognition system formed
of independent software modules. The feature extractor generates a text file con-
taining the location (z and y coordinates) and orientation (angle with respect
to the positive x axis) of each minutia from the fingerprint. The matcher uses
this file to generate the score. The matching algorithm is rotation and transla-
tion invariant since it computes only relative distances and orientations between
groups of minutiae.

3 Database and Performance Evaluation

The temporal analysis has been carried out using a subcorpus of the MCYT
database [12]. The subcorpus comprises 10 impressions of the right and left
index fingers of 75 users (75 x 2 x 10 = 1,500 images), captured electronically
with the optical sensor UareU from Digital Persona (500 dpi, 256 x 400 images).
Six of the samples of each finger were acquired with a high control level (small
rotation or displacement of the finger core from the center of the sensor was
permitted), another two with a medium control level, and the remaining two
with low control level (see Fig. [l for examples of fingerprint images).
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Fig. 1. Examples of typical fingerprint images that can be found in MCYT acquired
with a low (left), medium (center), and high degree of control (right)
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Fig. 2. Score distributions (left), and FA and FR curves (right), for the MoC system

In order to estimate the verification performance of the system a set of genuine
and impostor scores were computed. We used one of the low control samples as a
template and the other 9 samples from the same finger as probes to test genuine
matches, leading to 150 x 9 = 1,350 genuine user scores. Impostor scores are
obtained comparing each template to one sample from the remaining fingers of
the database, thus we have 150 x 149 = 22, 350 impostor scores. In Fig.[2l we show

the two score distributions (left), and the FA and FR curves of the evaluated
system (right). The EER of the system is 1.47%.

4 Time Analysis

The objective of the experimental study is to determine if there exists a corre-
lation between the score given by the analyzed system and the matching time
required to produce that score. In order to reach this goal two experiments have



288 J. Galbally et al.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Fig. 3. Division of the total range of scores St used in experiment 1

been carried out, the first one to find out if there is a correspondence between
score and time, and the second one to identify the behavior of the matching time
when the score increases or decreases.

4.1 Experiment 1: Relation between Score and Time

As explained in Sect. [Bl with the used database a set of genuine and impostor
scores were generated, comprising 1,350 and 22,350 similarity measures respec-
tively. Each of these scores has a time value associated corresponding to the match-
ing time used by the system to produce that score. Thus, there are a total 23,700
scores (irrespective of genuine or impostor) and the same amount of time values.

In this experiment, the whole range of scores (St) is divided into ten equally
spaced bands (corresponding to different percentages of the total range) as shown
in Fig.[Bl The distributions of the time values associated to the scores correspond-
ing to those bands are plotted in Fig. [ from the most distant regions (those
time distributions corresponding to the first and last 10% of St), to the closest
bands (time distributions corresponding to the scores in bands [40-50]% and [50-
60%]). This way we will be able to determine if more distant score distributions
correspond to more separated time distributions.

No distinction is made between impostor and genuine scores as we want to find
the relation between a certain score s and its associated time value ¢, regardless
of whether that score has been produced by a genuine or impostor fingerprint.

In Fig.@we can see that the degree of overlap of the time distributions through
plots (a) to (e) increases. That is, the time distributions corresponding to the
scores that belong to more distant bands are more separated than those corre-
sponding to scores of closer bands. Furthermore, in all the plots, the distribution
corresponding to the higher band (drawn with a dashed line) has a higher mean
value than that corresponding to the lower band of scores (drawn with a plain
line). These observations suggest that bigger scores produce higher time values.

4.2 Experiment 2: Relation between Score and Time Variations

This second experiment has a twofold objective, first to confirm the conclusions
extracted from the previous experiment (i.e., that higher time values correspond
to higher scores), and second to determine if there exists a correlation between
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Fig. 4. Distributions of the time values associated with the scores corresponding to:
(a) bands [0-10]% and [90-100]%, (b) bands [10-20]% and [80-90]%, (c) bands [20-30]%
and [70-80]%, (d) bands [30-40]% and [60-70]%, and (e) bands [40-50]% and [50-60]%

a variation in the score and a variation in the time needed to produce that
score. With this purpose, 50 templates corresponding to 50 different users of the
database were slowly degraded following an iterative process. At each iteration
of the algorithm one of these two random modifications A) perturbing a minutia
or, B) substituting a minutia, are applied to the fingerprint, and the modified
template is matched to the original one at the same time that the time needed
to produce the score is measured.

The two modifications A and B were taken from [2]. The fact that only per-
turbing or substituting a minutia are permitted (and not other modifications
such as adding or deleting a minutia), assures that the number of minutiae in
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Fig. 5. Evolution of the score (black) and the time (grey) for four of the fingerprints
used in experiment 2

the template remains constant through the iterations and that the changes in
the matching time are not due to variations in the number of singular points.

This way, in the first iteration of the process the fingerprint is matched against
itself reaching the highest possible score for that template. Through the remain-
ing iterations, until reaching the maximum permitted (300), the score slowly
decreases as a result of the changes introduced in the template. At the end of
the experiment we have 50 sets of 300 matching scores (corresponding to the
evolution of the score for each of the 50 fingerprints), and their associated 50
sets of 300 time values. In Fig. bl we show the evolution of the score (black) and
the time (grey) for four of the cases studied. As the score and time ranges are
different, the score scale is depicted on the left of each plot (also in black), and
the time scale on the right (in grey).

In the top row of Fig. Bl we have depicted two cases in which a clear relation
between the score and the time can be seen: the higher the score, the higher
the time needed by the system to generate it. However, in the two examples
of the bottom row that relation cannot be observed, and score and time seem
to be totally uncorrelated. In order to study the behavior of the system from a
statistical point of view, and not for each particular case, the mean of the 50
score sets (with 300 matching scores each) and of the corresponding 50 time sets
were computed. Both means are shown in Fig. [0l in an analogue way to the one
used in the plots of Fig.
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Fig. 6. Mean of the score (black) and the time (grey) evolution for all the 50 fingerprints
considered in experiment 2

In the score and time evolution depicted in Fig. [6] we can distinguish two
zones (separated with a vertical dashed line) where the system presents different
behaviors. On the left of the vertical dashed line we can see that there is a clear
correlation between score and time variations: an increase in the score causes
a raise in the time (on average). However, on the right of the separating line
(once the score has fallen below 30 approximately), time and score seem to be
uncorrelated, and while the score keeps decreasing the time fluctuates around a
constant value.

5 Conclusions

A time analysis of a reference fingerprint based verification system has been made
(NFIS2 from NIST). Experiments were carried out on a subcorpus of the publicly
available MCYT database and show that there exists a clear correlation between
the score given by the system and the time needed to produce that score. These
findings reveal a new type of vulnerability of biometric systems as the matching
time (easy to measure) could be used to simplify attacks initially thought to
exploit the matching scores (not always easy to access).

The present work might be of special interest not only for designers (in order
to include the necessary countermeasures), but also for evaluators of security
systems (in order to take into account this new vulnerability), and for those
institutions developing evaluation standards such as the Common Criteria [4],
or the associated Biometric Evaluation Methodology [5].
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