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Introduction: 
The scenario in 

Fingerprint Forensics

3

/ 52

Fingerprint Recognition:

 Security

 Access Control

 Person Authentication

 Forensic Intelligence

Applications of Fingerprint Recognition
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Information Levels in Fingerprints

 Level 1: General ridge pattern
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Arch Whorl Right Loop Left Loop
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 Level 2: minutiae

 Ridge bifurcation

 Ridge termination

 Level 3: pores, incipient ridges
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Information Levels in Fingerprints
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Fingerprint Impressions

The acquisition process is controlled by an expert.

 Rolled Impressions: larger size and higher 

number of minutiae.

 Plain Impressions: less distorted and 
clearer ridges.

 Ten-print cards: 
Contain plain and rolled
impressions of the ten fingers of
a person.
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Latent Fingerprints

Unknown fingerprints that are found in crime scenes

o Incomplete

o Distorted

o With artifacts
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Identification 

becomes 

difficult
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• A = Analysis = Validity & Quality

• C = Comparison = Mark & Compare 3 Levels

• E = Evaluation = Identification/Exclusion/Inconclusive

• V = Verification = Independent re-examination

Fingerprint A

Decision

Fingerprint B

Expert

ACE-V

Manual Fingerprint Comparison
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• Based in its high discrimination power, three

possible states for reporting:
• Identification: detection of more than N minutiae (N~12-16)

• Exclusion: clear differences

• Inconclusive: detection of less than N minutiae

For decades considered “the golden standard of forensic identification”

• Fingerprint experts have long claimed:
• “Absolute certainty of identifications and zero error rate”

• “Probable, possible, or likely identification are outside the

acceptable limits of the science of friction ridge identification”, 

(SWG-FAST 2002)

Fingerprint Reporting
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Automated Fingerprint ID Systems
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Latent

Unknown ID

...

Step 1:

Best N

(Highest scores)

AFIS ...

Step 2:

Manual ACE-V

Database
(with additional features)

Expert

Marking
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AFIS: Feature Extraction (I)
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• Extended Features:
 Singularities, Q map, texture, orientation, ridges, dots and incipients, ...

AFIS: Feature Extraction (II)

A. K. Jain, J. Feng, 

“Latent Fingerprint

Matching”, IEEE Trans. 

on PAMI, 2010.
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• Additional information provided by the expert when enrolling

• (Semi-)Automatic Feature Extraction

• Additional Information provided by the expert when enrolling

AFIS DB

Type

Meta-

Information:

- Origin

- Ethnia

Reference 

points:

-Minutiae

-Delta

-Core

-Alignment

Fingerprint 

to enroll

AFIS Databases
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Forensics: 
Art or Science?
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 Forensic Identification Science deals with
identification of the source

 Based in highly discriminant features, some
“classical” techniques as:

 Fingerprints

 Toolmarks

 Shoemarks

 Firearms

have a long tradition reporting “identification” conclusions

Forensic Identification
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 In Biometrics (e.g. Fingerprint Recognition) we are 
used to identification error rates

identification decisions  errors

 In criminalistics, an identification means that the
source can be individualized from any other possible
source in the world (discernible uniqueness)
 absolute conclusion, no place for errors

 An “identification” conclusion will be interpreted as 
an expression of the criminal standard “beyond
reasonable doubt”

The concept of “Identification”
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CSI is to Forensic Science what 
Science Fiction is to Science
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“Judges and lawyers usually react to science with all 

the enthusiasm of a child about to get a tetanus 

shot. They know it’s painful and believe it’s 

necessary, but haven’t the foggiest idea how or why

it works.”

Black et al.: “Science and the Law After Daubert”

Texas Law Review 1994.

Courts and Forensic Science
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Forensic Science & Conviction Errors
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Major Errors
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Media Impact
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Is Forensics really Science?
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The New Paradigm

 Old paradigm: discernible uniqueness
o When pair of markings is not observably different, it is

concluded that marks were made by the same person or object

o No calculation or explanation of probabilities of random
correspondence

 New paradigm: Rigorous proficiency testing
o Scientific plausibility of technique followed and proper error rate

analysis of the forensic technique used is expected
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The New Paradigm
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The New Paradigm: Admissibility

 US Supreme Court (Daubert, 1993): expert
testimony must be both:
o Relevant
o Reliable: conclusions derived from the scientific method:

- Peer review, error rate, adequate testing, regular standards and
techniques, general acceptance

 “General guidelines” can be summarized in:
o Testability: accuracy/reliability, proficiency testing, data

supported
o Transparency: clear & detailed reporting, replicability,

standards, motivation of each step of the analysis



29/01/2018

15

/ 5229

 DNA analysis has become the new “golden standard” in Forensic
Identification Science:
 Scientifically based, avoiding experience-based opinions

 Clear and standard procedures

 Probabilistic, avoiding hard match or non-match statements

 Two-stage approach to assess the weight of the evidence:

 Similarity factor (evidence vs suspect)

 Tipicality (or rarity) factor (evidence vs population)

 Likelihood Ratio

Bayesian methodology as model of clear, 

standard and probabilistic framework

The New Paradigm: DNA Reference
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Forensics: 
Challenges and Trends

30
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The American Vision: NAS Report (1/2)

 Strengthening Forensic Science in the USA 2009
 Expert meetings between 2006 and 2009
 Challenge/problems identified:
o Disparities in the Forensic Science Community

o Lack of mandatory standardization/accreditation

o Broad range of disciplines

o The need for research to establish limits and
measures of performance

o Admission of Forensic Science Evidence
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The American Vision: NAS Report (2/2)

 Recommendations:
o Creation of NIFS:

o Best practices, standards, research, education,
methodologies, project funding, assessing new
technologies

o Protocols and standards for forensic practitioners
o Code of Ethics

o Funding research in:
o Validity studies
o Reliability & accuracy & uncertainty measures
o Enhancing forensic technologies
o Human bias

o Independence between forensic labs and law
enforcement agencies

o Laboratory accreditation and individual certification (Q
control)
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The European Vision: ENFSI (1/2)
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The European Vision: ENFSI (2/2)
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AFIS: 
Performance

35
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Performance of AFIS

 Fingerprint recognition performance:

o Usually tested with good quality fingerprints searched against
single impressions

o Needs to be tested in more realistic conditions, with real latent
prints against ten-print databases

 Latent fingermarks are distorted, incomplete and may
have artifacts

o Better automatic feature extraction

 Forensic biometric systems need be analyzed to understand
the variation in performance when the working conditions
are not optimal

o Following the real forensic casework
o Using real forensic databases
o Identifying significant system parameters

36
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AFIS Performance: Impressions

 NIST Fingerprint Vendor Technology Evaluation (FpVTE)
2003; the best matcher (NEC) achieved 99.4% TAR at
0.01% FAR (Cogent very close)
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NIST ELFT TR-7577 (2009) NIST ELFT-EFS Preliminar TR (2010)

• ELFT Phase II  Good Q latents

• ELFT-EFS  Realistic latents, large size DB, limited search time 

AFIS Performance: Latents
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Case Study: 
AFIS Performance Analysis
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Fingerprint Databases (1/2)

 Queries: 

 50 latent fingermarks

 50 plain fingerprint impressions

 50 rolled fingerprint impressions

All the fingerprints are extracted from the Guardia Civil
database and belong to real forensic cases

40
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Fingerprint Databases (2/2)

 Background database:

Real ten-print card database (more than 2.5 million)

All the fingerprints are extracted from the Guardia Civil
database and belong to real forensic cases

41
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Fingerprint Recognition System

 State-of-the-art AFIS (only minutiae-based), one of the top ranked in
NIST ELFT-EFS 2010.

42

Extracted from: NIST ELFT-EFS Evaluation. 

Preliminary Report.
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Experiments

 Experiments with latent fingermarks

Feature Extraction

1. Automatic minutiae extraction made by the system

2. Maximum number of minutiae manually marked by a latent expert

3. Subset of 12 minutiae selected among the manually marked

4. Subset of 8 minutiae selected among the manually marked

Matching
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LIST OF 

CANDIDATES

/ 52

Experiments

 Experiments with fingerprint impressions

 Automatic feature extraction (real forensic casework)

 Separation of two groups of queries: rolled and plain impressions 

Matching

44

LIST OF 

CANDIDATES
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Results

 CMC Curves(Cumulative Match Characteristic)

Plots the rank-n identification rate against n, for n=1,2,…,M
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Rolled Plain Latent

Rank 1 100% 94% 48%

Rank > 15 0% 4% 42%

Impressions vs Latents

Average number of minutiae:

 Rolled impressions: 83.3

 Plain Impressions: 44.16

 Latent fingerprints: 31.2
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MINUTIAE MAX. 
MANUAL

MAX. 
AUTO

12 
MANUAL

8 
MANUAL

Rank 1 72% 48% 28% 6%

Rank > 15 22% 42% 62% 94%

Latents: Number of Marked Minutiae (Manual vs Auto)

Average number of minutiae:
 Automatic extraction: 31.2

 Manual extraction: 25.2
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Latents: Quality Analysis

Highest quality 

Lowest quality
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 The performance of a state-of-the-art AFIS was evaluated:

 With a fingerprint database from real forensic cases

 Following protocols used in forensic casework

• Ten print national database with more than 2,5 million impressions

 The performance with latent fingerprints is considerably low

 Manual extraction performance is still far better than automatic extraction
for these kind of prints

 Automatic extraction leads to better performance with fingerprint
impressions than with latent prints

 Quality and the number of minutiae are critical for the feature extraction

 Rolled prints better than plain prints due to a higher number of minutiae
(even with more distortion)

Case Study Conclusions

49
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Conclusions
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Conclusions
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 Forensic Fingerprint ID strongly based on human expertise

 ACE-V

 AFIS setup and marking

 Current efforts in converting the expert practice in a scientific
discipline

 Research problems for biometrics:
 Validity studies
 Reliability & accuracy & uncertainty measures
 Enhancing image processing and pattern recognition technologies

 AFIS performance: impressions vs latents

 Case study: realistic AFIS performance (2.5M 10-print DB)

 Impressions vs latents

 Number of marked minutiae

 Image quality
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