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Abstract—Recent years have seen the rapid spread of biometric
technologies for automatic people recognition. However, security
and privacy issues still represent the main obstacles for the deploy-
ment of biometric-based authentication systems. In this paper, we
propose an approach, which we refer to as BioConvolving, that
is able to guarantee security and renewability to biometric tem-
plates. Specifically, we introduce a set of noninvertible transfor-
mations, which can be applied to any biometrics whose template
can be represented by a set of sequences, in order to generate
multiple transformed versions of the template. Once the trans-
formation is performed, retrieving the original data from the
transformed template is computationally as hard as random guess-
ing. As a proof of concept, the proposed approach is applied to
an on-line signature recognition system, where a hidden Markov
model-based matching strategy is employed. The performance of
a protected on-line signature recognition system employing the
proposed BioConvolving approach is evaluated, both in terms of
authentication rates and renewability capacity, using the MCYT
signature database. The reported extensive set of experiments
shows that protected and renewable biometric templates can be
properly generated and used for recognition, at the expense of a
slight degradation in authentication performance.

Index Terms—Biometrics, cancelable biometrics, hidden
Markov model (HMM), security, signature verification, template
protection.

I. INTRODUCTION

IOMETRIC person recognition refers to the use of phys-
iological or behavioral characteristics of people in an
automated way to identify them or verify who they claim to
be [1]. Biometric recognition systems are typically able to
provide improved comfort and security to their users, when
compared to traditional authentication methods, typically based
on something that you have (e.g., a token) or something that you
know (e.g., a password).
Unfortunately, biometrics-based people authentication poses
new challenges related to personal data protection, not existing
in traditional authentication methods. In fact, if biometric data
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are stolen by an attacker, this can lead to identity theft. More-
over, users’ biometrics cannot be changed, and they may reveal
sensitive information about personality and health, which can
be processed and distributed without the users’ authorization
[2]. An unauthorized tracking of the enrolled subjects can
also be done when a cross-matching among different biometric
databases is performed, since personal biometric traits are per-
manently associated with the users. This would lead to users’
privacy loss.

Because of these security and privacy issues, there are cur-
rently many research efforts toward protecting biometric systems
against possible attacks which can be perpetrated at their vulne-
rable points (see [3]). In essence, the adopted security measures
should be able to enhance biometric systems’ resilience against
attacks while allowing the matching to be performed efficiently,
thus guaranteeing acceptable recognition performance.

In this paper, we introduce a novel noninvertible transform-
based approach, namely, BioConvolving, which provides both
protection and renewability for any biometric template which
can be expressed in terms of a set of discrete sequences related
to the temporal, spatial, or spectral behavior of the considered
biometrics. The proposed approach can be therefore applied to a
variety of biometric modalities, for example, speech biometrics
[4], where spectral or temporal analysis of the voice signal pro-
duces discrete sequences, or to signature [5] and handwriting
[4] recognition, where the extracted sequences are related to
the pen’s position, applied pressure, and inclination. Moreover,
when performing gait recognition [6], temporal sequences de-
scribing the trajectories of the ankle, knee, and hip of walking
people can be considered as templates. A set of discrete finite
sequences representing the potentials of brain electrical activity,
generated as a response to visual stimuli, can also be employed
as a template, when performing brain-activity-based identifica-
tion [7]. This is also the case when performing iris recognition,
since the normalized template can be decomposed into 1-D
intensity signals, which retain the local variations of the iris [8].

It is worth pointing out that some methods for the protection
of templates extracted from the aforementioned biometrics
act on sets of parametric features derived from the originally
acquired data, thus limiting the kind of matching which can
be performed [9]. Since our BioConvolving approach deals
with discrete sequences instead of parametric features, it allows
using sophisticated matching schemes such as dynamic time
warping (DTW) or hidden Markov models (HMMs).
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Fig. 1. Points of attack in a generic biometric system (adapted from [3]).

As a proof of concept, we apply the proposed BioCon-
volving protection scheme to signature biometrics, extending
the authors’ works presented in [10] and [11]. Specifically,
the signature representation here employed comprises a higher
number of signature sequences, and a detailed renewability and
security analysis is carried out.

Specifically, this paper is organized as follows. In Section II,
the different solutions which have been investigated in the
recent past to secure biometric templates are analyzed. The pro-
posed approach for the protection of sequence-based biometric
templates is illustrated in Section III, and its security analysis is
outlined in Section IV. The state of the art on signature-based
authentication schemes and on signature template protection
approaches is outlined in Section V. The application of the
proposed scheme to on-line signature biometrics is presented
in Section VI, which details both the employed signature repre-
sentation and the employed template matcher. The experimental
setup is described in Section VII. The authentication and the
renewability performances of the proposed protection approach
are discussed in Sections VIII and IX, respectively. Eventually,
some conclusions are drawn in Section X.

II. BIOMETRIC TEMPLATE SECURITY

A biometric system can be roughly sketched as that in Fig. 1
and consists of a sensor module, a feature extractor module, a
matcher, a database, and an application device which is driven
by the matcher output. As discussed in [3] and also shown in
Fig. 1, eight possible vulnerable points can be identified in a
biometric system. Specifically, some attacks can be perpetrated
at the sensor level, at the feature extractor level, or against
the channel interconnecting two modules, in order to steal or
substitute the acquired biometric information with fake or other
impostor data.

Other attacks are related to the biometric templates gener-
ated by the feature extractor module, which are stored in the
database or matched against previously stored templates. The
biometric templates are the targets of the attacks either at
the database level or at the interconnecting channel level.
Finally, the matcher and the output to the device application
can be attacked to override the system decision.

The unauthorized access to both raw biometric data and
biometric templates is among the most dangerous threats to
users’ privacy and security. Several techniques for biometric
template protection have been studied in the literature. Among
them, classical cryptographic techniques [12] can be employed
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to secure the transmission of biometric data over reliable but
insecure channels and to store data in such a way that they are
intelligible only by using a proper cryptographic key. However,
when using these techniques, it is necessary to perform the
match after decryption, and therefore, no protection is provided
during the matching.

On the other hand, data hiding techniques [13] can be used
to insert additional information, namely, the watermark, into
a digital object. Within this respect, data hiding techniques
complement encryption, since the message can remain in the
host data even when decryption has been done. The use of
data hiding techniques for biometrics protection has already
been proposed for fingerprints [14] and signatures [15], among
others.

The problem of providing protection to the biometric tem-
plates also during the matching process can be solved with new
techniques such as cancelable biometrics, also known as anony-
mous or revocable biometrics. Cancelable biometrics have been
introduced in [16], where template protection has been achieved
by applying an intentional and repeatable modification to the
original biometric template. The transformation must be de-
signed in such a way to satisfy the following properties.

1) Renewability: It should be possible to revoke a template
and to reissue a new one based on the same biometric
data. The new templates should not match with the ones
revoked in order to provide diversity. This property is
needed to ensure the user’s privacy.

2) Security: It should not be possible, or computationally
unfeasible, to obtain the original raw biometric data from
the stored secured template. This property is needed to
prevent an adversary from reconstructing biometric traits
from a single stolen template, as well as from several
stolen templates (this is commonly referred to as the
record multiplicity attack). In fact, although it was com-
monly believed that it is not possible to reconstruct the
original biometric characteristics from the corresponding
extracted template, some concrete counter examples have
been provided in the recent literature [17], [18].

3) Performance: The biometric recognition error rates
should not degrade significantly with the introduction of
a template protection scheme, with respect to an unpro-
tected approach. Moreover, the recognition performances
should not be sensitive to the employed modifications:
Even when applying different distortions to the same bio-
metric data, the recognition performances should show a
very low variance.
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A detailed discussion regarding the requirements of a properly
defined cancelable biometrics can also be found in [19].

Designing a template protection scheme that is able to prop-
erly satisfy each of the aforementioned properties is not a trivial
task, mainly due to the unavoidable intrauser variability shown
by every biometric trait. Different solutions have already been
proposed for the generation of secure and renewable templates.
A recent survey of published methods has been presented in
[20], where the authors have classified the existing approaches
into two categories: biometric cryptosystems and feature trans-
formation approaches.

A. Biometric Cryptosystems for Template Protection

Biometric cryptosystems combine cryptographic keys with
transformed versions of the input biometrics to generate the
secured templates [21]. In this process, some public informa-
tion, namely, helper data, is generated. Biometric cryptosys-
tems can be further divided into key binding systems, where
the helper data are obtained by combining the key with the
biometric template, and key generation systems, where both
the helper data and the key are directly generated from the
biometric template. Two of the most well-known examples of
key binding approaches are the fuzzy commitment [22] and the
Sfuzzy vault [23], which represent general schemes that can be
applied to different biometrics such as fingerprints or face [24],
[25]. Typically, these approaches are able to manage the intra-
user variations in biometric data by exploiting the capabilities
of error correcting codes. However, it is generally not possible
to use sophisticated and dedicated matchers, thus reducing the
system matching accuracy. Moreover, it has been proven that
the fuzzy vault is vulnerable to the record multiplicity attack
[26]: If an adversary has access to two different vaults obtained
from the same data, he can easily identify the genuine points in
the two vaults. On the other hand, the proposed key generation
biometric cryptosystems have been more difficult to implement
in practice [27].

B. Feature Transformations for Template Protection

In a feature transformation approach, a function that is de-
pendent on some parameters, which can be used as a key, is
applied to the input biometric to generate the protected tem-
plates. The employed function can be either invertible, resulting
in a salting approach, whose security is based on the protection
of the function parameters, or noninvertible, when a one-way
function is applied to the template and it is computationally
hard to invert the function even if the transformation parameters
are known. The use of the methods belonging to the first cate-
gory typically results in low false acceptance rates; however, if a
user-specific key is compromised, the user template is no longer
secure due to the invertibility of the transformation. Examples
can be found in [28] and [29].

On the contrary, when noninvertible transforms are used,
even if the key is known by an adversary, no significant
information can be acquired on the template, thus obtaining
better security than when using a salting approach, which relies
on the key security. Moreover, in contrast with cryptosystem

approaches, the transformed templates can remain in the same
feature space of the original ones, being then possible to employ
standard matchers to perform authentication in the transformed
domain. This guarantees performances that are similar to those
of an unprotected approach. In addition to the performance
benefits of using standard matchers in the transformed domain,
these methods typically result in matching scores which can
be fused in multibiometric approaches. Therefore, the use of
transform-based approaches for template protection in multi-
biometrics systems allows using either score-level fusion tech-
niques [30] or decision-level fusion techniques [31], whereas
only the latter, which is less effective than the former, can
be employed when biometric cryptosystems are considered.
Unfortunately, it seems to be difficult to design transformation
functions which can satisfy both the discriminability and the
noninvertibility properties simultaneously.

The concept of achieving template security through the ap-
plication of noninvertible transformations has been first pre-
sented in [16], where it has been referred to as cancelable
biometrics as that in [32], although this expression has been
later conceived in a more general sense. One of the first pub-
lished works including experimental evidence on the feasibility
of noninvertible transforms for biometric template protection
is [33], where a geometric transform has been employed to
protect minutia templates. However, the protection scheme in
[33] introduces a significant performance degradation, and the
matching score between fingerprints transformed with different
keys is relatively high, thus greatly reducing the useful key
space. More general geometric transforms (Cartesian, polar,
and functional) have been later studied in [34], where better
performances have been achieved. However, with reference to
the best approach presented in [34], only a small fraction of the
data, namely, 8%, is noninvertible in practice [35]. Moreover,
all the approaches for template protection in [33] and [34] are
vulnerable to a record multiplicity attack: Having access to two
or more different transformed versions of the same minutia
pattern, it is possible to identify the original positions of the
considered minutiae [36].

A registration-free construction of cancelable fingerprint
templates has also been proposed in [37]. From each detected
minutia, a square patch is extracted and transformed using
an orthogonal transformation matrix. The approach presented
in [37], being able to withstand also a record multiplicity
attack, is more robust than the one proposed in [34], but it
exhibits lower verification performances than the one obtained
in [34].

Voice-based cancelable templates were proposed in [38],
where a noninvertible transformed version of the originally
acquired voiceprint is generated. The original biometrics cannot
be obtained from the template stored in the server during
enrollment, even if the keys employed for transformations are
disclosed.

III. GENERATING CANCELABLE SEQUENCE-BASED
BIOMETRIC TEMPLATES

The proposed BioConvolving approach provides protection
to templates characterized by a set of discrete finite sequences
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Fig. 2. Baseline approach. Example of a template sequence transformation, where W = 3.

extracted from a given biometrics, by applying the transforma-
tions defined in Sections III-A and B. The resulting transformed
sequences can then be further processed, if the matcher is
based on a sequence-based modeling approach (e.g., HMM),
or directly stored as templates, if the matcher works directly
with sequence-based descriptions (e.g., DTW). Specifically, it
is assumed that the proposed transformations can be applied
to an original set of sequences R r, consisting of F' sequences
r@n],i=1,..., F. The transformed template is indicated
as Tr and consists of F' sequences f(;[n],i=1,...,F. In
Section III-A, the baseline sequence-based template transform,
specifically designed in such a way that it is not possible
to retrieve the original data from the transformed ones, is
proposed. Moreover, in Section III-B, some alternatives for
the protection of sequence-based templates, derived from the
baseline approach in Section III-A, will be detailed.

A. Noninvertible Transform: Baseline Approach

Let us consider the set of transformations that are necessary
to generate the transformed template, represented by the set of
sequences 7, by using the original template, given by the set
of original sequences R r. These transformations are designed
in order to satisfy the following properties.

1) Each transformed sequence, belonging to the set 7z, must
be generated by using at least two sequences, which can
be either an original sequence or a segment extracted
from an original sequence.

2) Each sequence employed in one transformation cannot
occur in any other one of the set of transformations
employed to generate the transformed template R .

In the baseline implementation, each transformed sequence
fwnl,i=1,..., F,is obtained from the corresponding orig-
inal sequence 7(;)[n],7 = 1,..., F, which represents a generic
discrete sequence of length /N belonging to the original tem-
plate, as follows.

A number (W — 1) of different integer values d; between 1
and 99 are randomly selected, ordered in ascending order such
thatd; > d;_1,7 =1,..., W, and arranged in a vector

d = [do,...,dw]T, (1)
where dy and dyy are set to 0 and 100, respectively. The vector
d represents the key of the employed transformation. Then, the

original sequence r(;)[n] is divided into W segments 7(;y;, v, [7]
of length N; = b; — b;j_;

T(i)4,N; [n] = () [n+b_1], n=1,...,Nj;
j=1...,W, 2)
where
b, = d—] N =1 w. 3)
] - 100 ) .7 - PR ) .

Basically, the sequence r ;) [n] is split into W nonoverlapping
parts according to the randomly generated vector d, as shown
in Fig. 2 for the case with W = 3. A transformed sequence
fwnl,n=1,..., K, is then obtained through the linear con-
volution of the sequences r(;); n,[n],7 =1,..., W, ie.,

“

foy[n] = r@y,ng ] * - rayw vy (0]

Each transformed sequence f(;)[n] is therefore obtained
through the linear convolution of parts of the corresponding
original sequences r(;)[n],i = 1,..., F. Moreover, each origi-
nal sequence 7(;)[n],7 = 1,..., F, undergoes the same decom-
position before applying the convolutions. The length of the
transformed sequences obtained by means of convolution as
that in (4) is equal to K = N — W + 1, which is therefore
almost the same of the original sequences. A final signal
normalization, to obtain zero-mean and unit-standard-deviation
transformed sequences, is then applied. Different realizations
can be obtained from the same original sequences, simply vary-
ing the size or the values of the parameter key d. The complete
set of transformed sequences f(;)[n],i = 1,..., F, is indicated
as Tr. The security analysis of the proposed sequence-based
protection scheme is conducted in Section I'V.

B. Noninvertible Transform: Extended Approaches

In the previous section, we illustrated how to generate a
transformed sequence from an original one. However, as it will
be shown in Section IX, when considering the application to the
protection of on-line signature templates, the baseline method
possesses a low renewability capability. In order to properly
address this issue, two additional noninvertible sequence-based
approaches, stemming from the approach in Section III-A, are
proposed in the following.
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1) Mixing Approach: This approach is defined by consider-
ing, in addition to the decomposition key d, a transformation
key C, defined as a matrix of F' rows and W columns. Each
column of C is obtained as a scrambled version of the vector

[1,..., F]T. An example of a possible matrix C, for F' = 7 and
W =4, can be
rlr 4 3 77
2 7 2 5
31 6 1
Cc=14 27 3 (5)
5 6 1 4
6 5 5 2
L7 3 4 6.

Each row of the matrix C, i.e., C[i, j] with j = 1,2,..., W,
is employed to define the combinations that originate the trans-
formed sequences f(;)[n] as follows:

foylnl =recppin, 0] = *repwywa [n] - (6)

with i = 1,..., F, and where 7(;); v,[n] is defined as that in
(2). Basically, each transformed sequence f(;)[n] is generated
not only from the corresponding original sequence 7(;)[n], but
the convolutions are performed among segments extracted from
different original sequences, thus also defining a feature-level
fusion [30] among various sequences.

2) Shifting Approach: Another variation to the approach in
Section III-A is obtained by applying an initial shift to the
original sequences r(;)[n],i = 1,..., F. Specifically, a random
integer value ¢ is selected in the range [0, 100] and converted

to the shift s as
¢
=|—" N 7
s {100 : ()

with N being the length of the original sequence, in sample
units. Then, each sequence r ;) [n] undergoes the same circular
shift ruled by the parameter s, thus obtaining the sequences
2)[n] = r@n—sl,n=1,...,N.

The same transformation process described in
Section III-A, based on convolutions between segments
extracted from the considered sequences, is then applied to the
sequences z(;) [n]. This modification can also be combined with
the extended method presented in Section III-B1, by applying
the circular shift before performing the transformations.
Obviously, it is also possible to apply different initial shifts
to the I’ sequences before performing the decompositions,
in order to further increase the transformation key space.
However, in this paper, we only consider the case where the
same shift is applied to all the available original sequences.

IV. TRANSFORM INVERTIBILITY ANALYSIS

The analysis of the invertibility, i.e., the possibility of recov-
ering the original sequences from the ones obtained employing
the proposed transformation schemes, is investigated in this
section. Specifically, this analysis, being related only to the

transformations designed in Section III, does not depend on a
specific biometric modality. Furthermore, being the methods in
Section III-B derived as extensions of the principal approach
described in Section III-A, only the latter one is here analyzed,
due to the fact that the security of the extended methods
depends on the one provided by the baseline approach.

Having defined the sequence transformation as that in (4),
if an attacker gains access to the stored information, he has
to solve a blind deconvolution problem [39]-[41] to retrieve
any information regarding the original sequences. In other
words, the security of the proposed sequence-based template
protection methods relies on the difficulty in solving a blind
deconvolution problem, having no a priori knowledge about the
original sequences.

The proposed transformation is also robust to the record mul-
tiplicity attack, where it is assumed that different transformed
templates based on the same original data are available to the at-
tacker. It is worth pointing out that this is a worst case condition
because, in real-life applications, the realizations of the original
biometrics used in different applications vary depending on
the intra-user biometric variability. Under this assumption, we
then consider that an attacker has acquired, from two different
systems, two different transformed sets of sequences Tpgl)

and 7, F(Z), generated from the same original template Ry by
applying different transformation parameters. Considering the
simplest case with W = 2, the attacker then possesses two
transformed instances, namely, f(1)[n] and f(?)[n], of the same
original sequences r[n], obtained using the two transformation

parameters dgl) and de). Given that

1 1 1
rln] = Ti,z)vl(“ [n] + T;,z)vg” [n — bg )}

2 2 (2)
= TE,I)\/{” [n] + Té,I)\/g") [n — by } , (8

in order to recover the sequence r[n], the attacker should obtain

the segments TSI)VI(” [n] and 7’;])\]2(1) [n], where N1(1) _ bgl) and
(2)

1 1 2
NP =N — b)), or the segments TN [n] and r;,z)v,;” [n],
with Nl(z) = b§2) and N2(2) =N — b§2>, from the available
_ .M (D)
transformed sequences f()[n] = T1,N1(1> [n] * 727N2(1) [n] and

fP[n] = r:(fj)vf” [n] * TSJ)V;Q’ [n].

Deconvolution problems are typically coped with in the
frequency domain, being the convolutions represented by mul-
tiplications in the Fourier domain. In order to properly define
the discrete Fourier transforms (DFTs) of the segments ex-

tracted from r[n], the extended versions 7353 )K [n], h,j ={1,2},
are generated by applying a zero padding to the respective
original traits, until reaching the same length K = N — 1 of
the convolution products f™)[n] and f(*)[n]. Then, the se-
quence A[n],n=1,..., K, is defined as the difference be-
tween 7:51}( [n] and rAf}( [n], which share a common part that
(©))

is exactly r
1,N

(2 [n], having assumed that b(ll) > b§2)

LK. 9)
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The following relations can then be derived for the considered
finite sequences:

=8| =k [n = o] - A, (10

where all the considered shifts are circular shifts. Then, ap-
plying the DFT to the a priori known sequences f(!)[n] and
f@[n] and considering the relations between the DFT and the
linear convolution of two discrete sequences, it results to (11),
shown at the bottom of the page, where the DFT coefficients
are indexed with [. Using the relations in (10), the first equation
in (11) can be written as

DFT {f(l)[n]} - [DFT {r§ }([ ]} + DFT{A[TL]}}
. [DFT % [n =]} - DFT{AR]}]
0327 (1/K) b(l) (12)

from which the expressions in (13), shown at the bottom of the
page, can be derived.

The resulting system of equations admits ool possible so-
lutions, which implies that recovering the original segments
7 §21)([ ] and f’é ;<[ ] is as much hard as random guessing them.
The difficulty in reaching a solution for the original sequence
observed in our formulation corroborates the difficulty in suc-

ceeding in a record multiplicity attack.

V. SIGNATURE BIOMETRICS
A. Signature-Based Authentication

People recognition based on signatures is one of the most
accepted biometric-based authentication methods since, being
part of everyday life, it is perceived as a noninvasive and non-
threatening process by the majority of the users. Furthermore, a
signature has a high legal value. On the other hand, this modal-
ity is characterized by a high intrauser variability, due to the
fact that signatures can be influenced by several physical and
emotional conditions, and a small forgery inter-user variability,
which must be taken into account in the authentication process.
A review of the state of the art covering the literature up to 1993
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can be found in [42]. Other survey papers quoting the more
recent advances in signature recognition are [43] and [44].

Signature-based authentication can be either static or dy-
namic. In the static mode, also referred to as off-line, only
the written image of the signature, typically acquired through a
camera or an optical scanner, is used. In the dynamic mode, also
called on-line, signatures are acquired by means of a graphic
tablet or a pen-sensitive computer display, which can provide
temporal information about the signature, such as the pressure,
the velocity, the pen tilt signals versus time, etc.

In order to represent the signature, some features must be
extracted. Two different kinds of features are typically consid-
ered: parameters and functions. Parametric features can consist
of static information, like the height and the width of the
signatures, or dynamic information, like signature velocity,
acceleration, or pressure. In most comparative studies, the
parameters based on dynamic information are typically more
discriminative for recognition purposes than those based on
static information [45]. On the other hand, sequence-based
methods typically use a representation based on various tem-
poral sequences and elastic matching procedures such as DTW,
which represents one of the more flexible approaches to manage
the signature length variability [46], or statistical recognition
approaches such as HMMs [5], [47].

B. Signature Template Protection: Related Works

Signature template protection has been first considered in [9]
and [48] with a key generation approach which extracts a set
of parametric features from the acquired dynamic signatures
and applies a hash function to a feature’s binary representa-
tion, obtained by exploiting some statistical properties of the
enrollment signatures. Both methods provide protection for the
signature templates, but none of them provides revocability.
The fuzzy vault construction has been applied to signature veri-
fication in [49], by using a quantized set of maxima and minima
of the temporal functions mixed with chaff points in order to
provide security. A salting approach has been proposed in [50]
as an adaptation of the BioHashing method [28] to signature
templates. The fuzzy commitment approach introduced in [22]
has also been applied to signature verification in [51] and [52].
In both papers, a practical implementation of fuzzy commit-
ment [25] has been taken into account, and a new user-adaptive

— (1) A(1) _ ~(1) (1) (1) o e
DFT {[n]} = DFT {#{'}[n]} - DFT {#{!% [n] } = DFT {#{!}c[n]} - DFT {7} [ = ("] } - er2ett/ 100 .
DFT {f®[n]} = DFT {#{*[n] } - DFT {#{*k [n] }
DFT { f(D[n]} = es2m@/ K" . [DFT{ +2) n ]} DFT{ ;?}([n]} =927(/KM? _ DFT {An]} - DFT{ 5}([71]}
+DFT{A[n]} - DFT {i{)c[n] } - 27/ 90" — DFT? {A[n]} (13)

DFT {#)[n]} = DFT {7 [n] } - DFT {7k ]}
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error-correcting code selection has also been introduced.
The implementation of a security scalable recognition system
by exploiting watermarking-based techniques has been studied
in [15], [52], and [53]. No template-transformation-based ap-
proach has been proposed so far for the protection of signature
biometrics.

VI. APPLICATION TO AN ON-LINE SIGNATURE
RECOGNITION SYSTEM

The effectiveness of the proposed protection scheme for
sequence-based biometrics is here applied to the protection of
on-line signature templates. In Section VI-A, it is discussed
how to extract a sequence-based template R  from an acquired
signature, while the employed classifier, based on HMM, is
described in Section VI-B.

A. Feature Extraction Stage

During the employed feature extraction stage, the horizontal
x[n] and vertical y[n] position trajectories, together with the
pressure signal p[n|,n = 1,..., N, are acquired from each on-
line signature through a digitizing tablet. We consider that the
signals z[n] and y[n] are already normalized both in position,
with respect to their center of mass, and in rotation, with respect
to their average path tangent angle. Other four discrete-time se-
quences are derived from the pair {z[n], y[n]}, namely, the path
tangent angle 0[n], the path velocity magnitude v[n], the log
curvature radius p[n], and the total acceleration magnitude a[n].
Specifically, in our experiments, we consider the following set
of F' = 14 sequences:

R14 = {x[n],y[n],p[n], Q[n],v[n],p[nLa[n],

ln) y[n), pln], Oln] élnl, plnl, ]}, (14)

where the upper dot notation denotes the first-order derivative.

B. Signature Modeling

In order to perform signature recognition, a stochastic mod-
elization based on HMMs is applied to the transformed signa-
ture templates.

An HMM is characterized by the following elements:

1) the number H of hidden states {57, S2,..., Sy} of the

model. The state at discrete time n is indicated as ¢,,;

2) the state transition probability A = {a; ;}, where a; ; =

P[qn+1 = Sj|qn = Sl]azvj = 17"'7H;

3) the observation symbol probability distributions in
each state j, indicated with B = {b;(0)},j =1,..., H.
The observation processes are represented using mix-
tures of M multivariate Gaussian distributions: b;(0) =
Z%Zl OGPy S5m (0), =1,..., H, where ;.
and X, ,,, indicate the mean and the diagonal covariance
matrix of each Gaussian component, respectively. The
coefficients o ,,, are selected by respecting the condition
of normalization 271\521 ajm=17=1...H;

4) the initial state distribution 7 = {m;} = {p[g1 =

Si1},i=1,...,H.

Following the proposed approach, during the enrollment
phase, the client model A = {7, A, B} is estimated considering
E enrollment signatures of the subject at hand, according to the
iterative strategy presented in [5].

The obtained model A is stored in a database and used in
the authentication phase, where a similarity score is calculated
as (1/K)log P(O|\) using the Viterbi algorithm [54]. Specifi-
cally, the Viterbi algorithm is employed to estimate, given an
observation sequence O and a model A, the sequence Q of
hidden states corresponding to O. The criterion followed by the
Viterbi algorithm is to maximize the probability P(Q|O, \),
which is equivalent to maximizing P(Q, O|\). The Viterbi
procedure can be efficiently represented by a lattice structure,
where each node, at a given instant, represents the hidden state
of the model. The computational complexity of the algorithm
is reduced when maximizing the log likelihood, with respect
to the likelihood of the test sample path given the model. The
ratio 1/K is taken into account to normalize to the obtained
log likelihood, which decreases when the length of the test
signature increases [55].

It is worth pointing out that, when using HMMs for signature
recognition, also in an unprotected approach, the client model
A = {m, A, B}, instead of the original signature sequences,
is stored in the database. However, if an attacker is able to
acquire the client HMM, the statistical properties of the client’s
signatures can be derived from the model and, for example,
employed to track the users across multiple databases. Using
the proposed protection approach, if an attacker succeeds in
acquiring the stored models, he can only retrieve information
about the set of transformed sequences 7, from which it is not
possible to get any information about the original sequences
r@y[nl,i =1,..., F, as discussed in Section IV.

VII. EXPERIMENTAL SETUP

The noninvertible transforms, proposed for the protection
of sequence-based biometrics, are tested by verifying both
their renewability capabilities and the verification performance
achievable in protected systems, with application to on-line
signature biometrics. For the experiments, we use the MCYT
on-line signature corpus [57]. This database includes signatures
from 330 subjects, with 25 genuine signatures per subject.
These genuine signatures have been captured in sets of five,
allowing some breaks between the different acquisition sets.
For each subject, there are also 25 forgeries performed by five
different forgers for each subject. Forgers have been asked
to reproduce without breaks or slowdowns a signature after
having observed the static image of the prototype and after
having carried out a training stage, which consists of copying
the prototype at least ten times.

In the experiments, we have studied the following key aspects
of the proposed template protection approaches:

1) Authentication performance

a) performance dependence on HMM parameters, for
both unprotected and protected systems;

b) performance variability with respect to the
transformation-defining parameters, for protected
systems;
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TABLE 1
EER (IN PERCENTS) FOR DIFFERENT HMM CONFIGURATIONS
CONSIDERING SKILLED FORGERIES, IN UNPROTECTED
AND PROTECTED SYSTEMS (E = 10)

H | M || Unprotected || Protected Baseline Approach
Approach || w=2|w=3|w=4

1 13.38 10.87 13.96 16.85

2 9.73 8.67 12.40 15.40

8 | 4 7.84 8.08 11.84 15.78

8 8.03 7.95 12.36 16.63

16 8.11 8.53 13.11 18.36

32 10.73 9.05 16.61 16.94

1 8.61 8.77 16.95 15.68

2 6.47 8.01 12.14 15.56

16 | 4 6.33 8.24 12.51 16.67

8 6.69 8.97 16.45 19.90

16 8.23 9.51 19.74 20.36

32 13.05 20.4 20.60 20.76

c) performance comparison between the baseline ap-
proach described in Section III-A and the extended
methods in Section I1I-B;

2) Renewability

a) evaluation of the diversity between two templates
originated by applying two different transformations
on the same original data. The analysis is conducted
for the baseline approach described in Section III-A,
as well as for the extended methods in Section III-B.

The performance analysis is detailed in Section VIII, while
the renewability capabilities of the proposed protection meth-
ods are presented in Section IX.

VIII. AUTHENTICATION PERFORMANCE ANALYSIS

The authentication performances achievable with the pro-
posed protected on-line signature protection methods are here
discussed. The system performances are evaluated through the
false rejection rate (FRR), the false acceptance rate (FAR)
for skilled forgeries (FARgr), the FAR for random forgeries
(FARRF ), and the equal error rate (EER). These figures of merit
are obtained by considering, for each user in the enrollment
stage, F2 = 10 signatures taken from the first two acquisition
sets of MCYT. The FRR is estimated on the basis of the
signatures belonging to the third, fourth, and fifth available
acquisition sets. The FARgr is computed by using the 25 skilled
forgeries available for each user. The FARRy is computed by
taking, for each user, one signature from each of the remaining
users.

A. Dependence on the HMM Parameters

Within the described experimental setup, the dependence
of the authentication performances on the HMM parameters
is first discussed. Specifically, the EERs obtained by varying
the HMM parameters H and M, considering skilled forgeries,

30
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Fig. 3. ROC curves for an unprotected system, and for protected systems
with W =2, 3, and 4 convolved segments, considering skilled forgeries
and ¥ = 10.

are summarized in Table I, for both unprotected systems and
for protected systems employing the baseline approach de-
scribed in Section III-A, with W € {2, 3,4}. Specifically, the
values of H reported in Table I are H € {8,16}, since the
best recognition rates are achieved when using, for the HMM
modelization, a number of states comprised between 8 and 16,
as observed in [5] and [10]. When employing the proposed
baseline protection approach, the key vector d is randomly
selected for each considered user, taking the values d;,j =
1,..., W — 1, in the range of integers [5, 95]. As described in
[34], this reflects how the protected system should be used in
a practical implementation, where different transformations are
typically used for different individuals.

The best EERs achievable for each configuration (unpro-
tected and protected systems) are highlighted in Table I and
are employed to select the best HMM configurations, which are
considered in the following to illustrate the performances of the
proposed approaches. Specifically, the selected configurations
are as follows:

1) unprotected approach: H =16 and M =4 (EERgy =

6.33%);
2) baseline protected approach, with W =2: H =8 and
M = 8 (EERgr = 7.95%);
3) baseline protected approach, with W =3: H =8 and
M = 4 (EERgy = 11.84%);
4) baseline protected approach, with W =4: H =8 and
M =2 (EERgr = 15.40%).
The receiver operating characteristic (ROC) curves related to
the best authentication rates, achievable using the aforemen-
tioned selected configurations, are shown in Fig. 3. From the
sketched ROC curves and from the results in Table I, it can be
seen that the recognition performances for protected systems
worsen when the number W of segments in which the sig-
natures are segmented increases. The loss in performance can
be explained as follows. The segmentation of the considered
signature time sequences is accomplished by using a set of fixed
parameters dj,j = 1,..., W — 1. They express, in terms of the
percentage of the total sequence length, the points where the
segmentation has to be done. However, due to the characteris-
tics of signature biometrics, sequences extracted from different
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Fig. 4. Normalized histograms of the EERs obtained repeating 20 times the
authentication process, for a protected system with W = 2.

signatures, also if from the same user, typically have different
lengths, which raises an alignment issue. As a consequence, the
more separations are performed, the more variable will be the
convolutions at the output. The best results are obtained when
W = 2, due to the fact that only one separation point has to
be set in this case. However, the performances achieved with
W = 3 still remain acceptable, producing an EER for skilled
forgeries of about 12%, when taking 2 = 10 signatures for
the enrollment. The cited alignment problem can be mitigated
by using a dynamic programming strategy, as in the DTW ap-
proaches for signature recognition [46], whereas a simple linear
correspondence strategy does not represent the best signature
alignment approach.

B. Dependence on the Transform Key Vector d

The dependence of the authentication performance on the
key d is investigated referring to the baseline approach pro-
posed in Section III-A. More in detail, a protected system,
where the signature functions are splitinto W = 2 segments, by
means of the key d, is considered. The performance evaluation
is made performing 20 times the enrollment and authentication
processes over the available test data set, varying at each itera-
tion the transformation parameters d for each user. In Fig. 4, the
obtained results are shown, through the normalized histograms
of the EERs for both random (EERgr) and skilled forgeries
(EERgr ), obtained when considering a protected system where
E = 10 signatures are taken from each user during enrollment.
The mean and standard deviation of the obtained EERs are as
follows:

1) skilled forgeries: mean EERgr = 8.2%, with a standard
deviation OEERgr — 0.7%;

2) random forgeries: mean EERgp = 4.1%, with a standard
deviation oggRy, = 0.5%.

As necessary for a properly designed noninvertible trans-
form approach, the variation of the transformation parameters
does not result in significant modifications of the matching
performances.

w2

Unprotected approach
.| = = =Protected baseline approach, W=2 ||
----- Protected mixing approach, W=2
+ == Protected shifting approach, W=2

FAR;, (in %)
>

0 2 4 6 8 10 12 14 16 18 20
FRR (in %)

Fig. 5. Performance comparison between the baseline protected system in
Section III-A and the extended protection approaches in Sections IX-B and
IX-C, considering W = 2 convolved segments for template protection.

C. Comparison Between Baseline and Extended Approaches

The proposed approaches for the protection of signature
templates are also discussed by comparing the authentication
performances achievable when employing the extended trans-
forms described in Section III-B, with those obtained by using
the baseline method described in Section III-A. Specifically,
only the case where each function is split into W' = 2 segments
is considered.

Fig. 5 shows the performances obtained when considering
the mixing and shifting approaches described in Sections I1I-B1
and III-B2, respectively. The performances of the extended
methods are also compared with those related to the use of the
baseline protection approach. I = 10 signatures are considered
to be taken from each user during enrollment. For all the con-
sidered protected approaches, the HMM configuration which
gives the best authentication performances for the baseline
method is considered (HH =8 and M = 8). The recognition
rates shown for the unprotected system are related to the HMM
configuration (H = 16 and M = 4) which allows obtaining the
best achievable authentication performance. As shown in Fig. 5,
systems using the mixing-based protection method, described
in Section III-B1, are characterized by almost the same per-
formances of a system using the baseline protection scheme,
resulting in an EER of 9.12%. On the other hand, the protection
method based on shifting, described in Section I1I-B2, provides
slightly worse results, reaching an EER of about 10.81%.

IX. RENEWABILITY ANALYSIS

The transformations introduced in Sections III-A and B are
then analyzed with respect to the diversity property, which
is a crucial requirement to implement cancelable biometrics.
Specifically, it can be noticed that each of the proposed trans-
forms is defined by means of a key or a set of keys and that
different transformations can be obtained by varying the em-
ployed keys. Moreover, two transformed templates, generated
from the same original data, are as more different as more
distant the respective transformation keys are. With the space
of possible keys finite, the number of possible instances,
which can be generated from the same data and which are
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Fig. 6. Renewability analysis of the proposed approaches. The HMM configuration is H = 8 states and M = 8 Gaussian components per state. W = 2
segments convolved for template protection. (a) Baseline approach (Section III-A). (b) Mixing-based approach (Section III-B1). (c) Shifting-based approach

(Section III-B2).

distant enough from each other to properly respect the di-
versity requirement, is necessarily limited. The capability of
the baseline approach described in Section III-A in generating
multiple templates from the same original data is discussed in
Section IX-A. Then, the renewability of the mixing and of the
shifting approaches introduced in Section III-B is analyzed in
Sections IX-B and C, respectively.

A. Baseline Approach

Considering the baseline approach detailed in Section III-A,
the key of the employed transformation is represented by the
vector d, which specifies how to decompose the originally ac-
quired functions into W parts, before performing the proposed
transformation given by (4). In the considered experiments, for
the sake of simplicity, the values which each element d;, j =
1,..., W — 1, of akey vector d can assume are restricted to the
range [5, 95] and taken at a distance of 5 one from the others,
to guarantee a minimum distance among the different signal
decomposition lengths. With these constraints, the total number
of allowed vectors d is limited to Np = (95— 5)/5+ 1 = 19,
when W = 2,and to Np = (19 x 18)/2 = 171, when W = 3.
However, in order to be compliant with the diversity property,
the actual number of transformations, which can be used in
different systems, has to be further reduced.

In order to support this analysis with experimentations, a
distance measure ¥ between two key vectors, namely, d® and
d®) | is introduced as follows:

w-1

N (du),d(z)) =
i=1

1=

15)

a —d?)|.

Considering the entire MCYT database, each user is enrolled
taking into account his first &/ = 10 signatures, to which the
baseline transformation process in Section III-A is applied.
Specifically, the transformations employed during enrollment
are ruled by a key vector d(¢). The remaining signatures of each
user are employed to estimate the FRR, after being transformed
according to key vectors d(® which are identical to those
employed during enrollment (d(® = d(¢) and ¥(d(®), d(®)) =
0). Moreover, the FAR related to skilled and random forgeries
is computed by transforming the available signatures according

to key vectors d(® which are the same of those employed
during enrollment (d(*) = d(®) and ¥(d®),d(®)) = 0). The
obtained ROC curves are shown in Fig. 6(a). Additionally, in
order to evaluate the renewability capacity of the proposed
approach, the genuine signatures of each user are transformed
according to key vectors d(*) having a distance ¥(d(¢), d(®)) €
{15,20,25,30} from the ones employed during enrollment.
The obtained templates are then matched against those stored
during enrollment, and the resulting matching statistics are
indicated as remewable template matching rate (RTMR) in
Fig. 6(a), where they are plotted versus the obtained FRR. It is
worth pointing out that, in order to properly satisfy the diversity
property, different templates, generated from the same data but
using different keys, should not match between themselves.
This means that transformed templates generated from the same
signature should behave like signatures produced by different
users. The diversity requirement is then fulfilled when the
pseudo-ROC curves related to the RTMR are close to the ROC
curves regarding the FAR obtained when considering random
forgeries. As shown in Fig. 6(a), the desired condition can be
met only for key vector distances ¥(d(®), d(®)) > 30. This im-
plies that a maximum number of ' = [ (95 — 5)/30] +1 =4
different key vectors d can be properly considered in a template
protection scheme. The obtained results show that the avail-
able key space, for a system employing the baseline approach
described in Section III-A, is very small and therefore not
suitable for real-world signature verification systems. The ex-
tended approaches presented in Section III-B provide a higher
dimensionality key space, being thus more suitable for the
system deployment in real-world applications.

B. Mixing Approach

In Section III-B1, it has been shown how to transform
an original signature employing two transformation keys: the
decomposition vector d, used to define the decomposition
points, and the scrambling matrix C, which defines the original
functions whose selected segments generate the transformed
sequences, according to (6). In order to evaluate the renewa-
bility capacity of the approach described in Section III-BI,
the maximum number of scrambling matrices which can be
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properly employed to transform the original signature repre-
sentations, while keeping fixed the decomposition vector d,
will be estimated. As defined in Section III-B1, a scrambling
matrix C consists of F' rows and W columns. The total number
of matrices which can be defined is then equal to (F!)("W 1),
which corresponds to 14! = 87178291 200 when considering
F =14 and W = 2. However, among all the possible scram-
bling matrices, only those which allow fulfilling the diversity
property can be employed.

Given two generic matrices C@ and C®@), let us define the
distance

Q (Cu), C(z))

= number of different rows between CY) and C?. (16)

Following the approach illustrated in Section III-B1, two trans-
formations obtained by using the same decomposition vector
d, while employing two distinct scrambling matrices C)
and C®), produce more distinct templates as the distance
Q(CM, C®)) increases. Considering the entire MCYT data-
base, each user is then enrolled by using his first £ = 10 sig-
natures, to which the transformation process in Section III-B1
is applied. Specifically, the transformations employed during
enrollment are ruled by a decomposition vector d and a
scrambling key matrix C(¢). The remaining signatures of each
user, after being transformed using the same keys d and C(¢)
applied during enrollment, are employed to estimate the FRR.
Moreover, the FAR related to skilled and random forgeries is
computed by transforming the available signature according to
the decomposition vector d and to the same scrambling matrix
C(@ = C(®) employed during enrollment (Q(C(®) C(®) =
0). The RTMR related to the use of the mixing approach is
computed by transforming the genuine signatures of each user
according to the same decomposition key d employed during
enrollment, but with different scrambling keys C(@) | character-
ized by distances Q(C(®), C(®)) € {8,9,10, 11} from C(®).

The matching statistics obtained for a system with £ = 10
and W = 2 are reported in Fig. 6(b). Specifically, the renewa-
bility property of the mixing approach is verified by comparing
the ROC curve where the FAR for random forgeries is taken
into account with the pseudo-ROC curves where the RTMR for
different distances Q(C(¢), C(®)) is considered. The obtained
performances show that the use of different scrambling matrices
between enrollment and authentication, when keeping fixed the
decomposition keys, allows obtaining matching rates which are
similar to those associated with the use of random forgeries, but
only when Q(C(®), C(®)) > = = 11 (over F = 14 considered
functions).

Therefore, the total number of scrambling matrices which
can be considered still satisfying the diversity property, guar-
anteed by a distance Q(C(®),C(®)) > = = 11, has an upper
bound that is equal to (F!/(E—1)!) =24024. Moreover,
keeping in mind that, as explained in Section IX-A, I' = 4 dis-
tinct decomposition vectors can be defined for each scrambling
matrix C, the total number of renewable templates which can
be properly generated, following the approach in Section III-B 1
with W = 2,is 4 - 24024 = 96 096.

C. Shifting Approach

In this section, we verify how the renewability property of the
baseline approach in Section III-A is improved when using the
method described in Section III-B2, which employs a decom-
position vector d and a shifting parameter ¢ as transformation
keys. Following an approach that is similar to the one employed
in Sections IX-A and B, each user available in the entire MCYT
database is enrolled by using his first £ = 10 signatures, which
are then transformed according to the transformation keys d
and ¢(¢). Then, the remaining genuine signatures of each user
are transformed using the same decomposition key d employed
during enrollment, but with a different initial shift, indicated
as ¢(®), to determine the RTMR that is used to analyze the
renewability capacity of this approach. The values of the shifts
are taken in the range between 0 and 95, considering only
multiples of five: In this way, 20 different possible values are
taken into account. Having defined a distance between the
shifting parameters taken during enrollment and verification as

P (¢,<e>7¢<a)) _ ‘(b(e) —$@| 17)

Fig. 6(c) shows the RTMR statistics obtained by considering the
same decomposition keys during enrollment and verification,
at an increasing distance ®(¢(), qb(“)) between the employed
shifting parameters. A comparison with the FAR performances
obtained considering skilled and random forgeries, transformed
with the same transformation keys d and ¢(¢) employed in
enrollment, is also given. The obtained experimental results
show that the RTMR pseudo-ROC curves, related to the use
of different shifting parameters for the enrollment and the
authentication stage, are similar to the ROC curve obtained
when random forgeries are taken into account when the distance
(), $(@) is equal or greater than the 20% of the signature
length N. This implies that the number of values ¢ which
can be properly considered is limited to Y = 5. Applying the
modification described in Section III-B2 to the baseline ap-
proach in Section III-A, we obtain an increase of the number of
templates that can be generated by a factor of five, thus obtain-
ing a number of I' - T = 4 - 5 = 20 templates. Obviously, this
number is still too small for a practical application. However, if
the considered modification is applied in conjunction with the
method described in Section III-B1, it is possible to properly
produce renewable templates with an upper limit of I'(F'! /(2 —
1))YT = 96096 - 5 = 480 480 discriminable templates.

In conclusion, although with the proposed approaches, it is
not possible to obtain an infinite number of discriminable tem-
plates, almost 500 000 templates can be generated from a single
original signature, properly fulfilling the diversity requirement.
It is also worth pointing out that, having the possibility of
managing almost 500 000 different templates, a user could issue
a new biometric template each hour, for 60 years.

X. DISCUSSION AND CONCLUSION

The security and privacy issues probably represent the most
important problems that have to be tackled during the design of
a biometric-based automatic recognition system. In this paper,
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we have proposed template protection methods which can be
applied to any biometrics represented by a sequence. The basic
idea of the proposed BioConvolving protection approach relies
on the use of a convolution-based noninvertible transformation,
applied to the segments in which a sequence is split according
to a transformation key. The security of our approaches relies
on the difficulty in solving a blind deconvolution problem. A
baseline approach, together with two extended versions of the
baseline method, has been introduced.

As a proof of concept, the proposed protection approaches
have been applied to an on-line signature-based authentication
system, where HMMs are employed for template matching. An
analysis of the security and renewability properties of the pro-
posed methods has been extensively carried out. Specifically,
the following can be observed.

1) The baseline protection approach presented in
Section III-A introduces only a slight loss of performance
in terms of EER, with respect to an unprotected system.
Moreover, the authentication performances achievable
with the protected system present a slight dependence on
the transformation parameters.

2) The authentication performance obtained using the mix-
ing approach in Section IX-B is similar to the one achiev-
able with the baseline method. On the other hand, the
incorporation of the shifting approach in Section IX-C
leads to a small degradation in the recognition rates.

3) The baseline method has not enough renewability capa-
bility to be used in a practical protected on-line signature-
based authentication system. On the other hand, the
mixing method has been shown to properly satisfy the
highlighted desirable properties to protect the user’s
privacy. Therefore, it can be deployed in a real-world
scenario.

4) The shifting approach can be applied to significantly in-
crease the renewability of the mixing approach, at the cost
of a small degradation in the recognition performance.

Finally, we would like to stress that the proposed BioCon-
volving approach can be applied to any other biometrics for
which a sequence-based representation is feasible. Moreover,
being able to provide a score as output of the recognition
process, the proposed methods can be employed in order to
construct protected multibiometrics systems, where score-level
fusion is used to combine different biometric modalities, while
keeping secret the original biometric data.
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