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Preliminaries

JRC Workshop on 
Fingerprint Q in the context of SIS-II

FORMAL DEFINITIONS (From ISO/IEC 29794-1)

Quality: “The degree to which a biometric sample fulfils 

specified requirements for a targeted application"

Quality Score: “A quantitative expression of quality"
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TYPES OF BIOMETRIC SAMPLE QUALITY

• Character indicates the source’s inherent discriminative capability.

• Fidelity is the degree of similarity between the sample and its source, 

attributable to each step through which the sample is processed.

• Utility is a sample’s impact on the biometric system’s overall 

performance, where the concept of sample quality is a scalar quantity 

that is related monotonically to the performance of the system.

 Q: Q-metrics related to Character/Fidelity/Utility?

• Dependent on two/more matching samples!

 Q: Utility Q-metrics specific for SIS-II application, more general 

(matcher-agnostic)?

TYPES OF BIOMETRIC SAMPLE QUALITY: 

About Q-metrics based on Utility
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FACTORS AFFECTING QUALITY (1)

• Character:

• Feature richness (e.g. number of minutiae)

• Missing data / Outliers affecting algorithms / …

• Ageing? (out of the scope here, but important!)

• Fidelity: Imaging properties

• Optical: Focus / spatial resolution / contrast / sharpness / …

• Digital: Format / compression / SNR / …

• Fidelity: Presentation properties

• Partial fingerprint / non-fingerprint data …

• Positioning / Sensor interaction / …

• Spoof attempts? (out of the scope here, but important!)

• Fidelity: Environment properties

• Illumination / background / reflections / …

• Temperature / humidity / …

FACTORS AFFECTING QUALITY (2)

F. Alonso-Fernandez, J. Fierrez and J. Ortega-Garcia, "Quality Measures in Biometric Systems", IEEE Security 

& Privacy, Vol. 10, n. 9, pp. 52-62, December 2012.
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From ISO/IEC 29794-4:2016 (Annex B):

FACTORS AFFECTING QUALITY (3)

 Q: Q-metrics related to specific factors in SIS-II?

- Sensor and acquisition setup maintenance, system administration, 

actionable feedback ...

LOCAL VS GLOBAL Q-METRICS

(Both defined

in ISO/IEC 29794-4, and provided 

by default by some vendors)

 Q: Local Q-metrics in SIS-II?
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How are quality scores used?

• Prediction of performance:

– At acquisition, enrolment, or recognition

• Level of confidence in the result:

– Including other factors affecting confidence about the data?

• To improve performance if quality is poor:

- Retake image (auto-capture)

- Take additional image (quantity vs quality)

- Remedial correction of specific problems (e.g. sensor maintenance)

- Different algorithms or algorithm configurations

Preliminaries: Recap

• Q Types: Character/Fidelity/Utility

• Diverse Factors affecting Q 

• Local/Global Q

• Diverse usages of Q-metrics

 Q: Who defines the Q-metrics?

- Industry / standard. bodies / SIS-II?

 Q: Which Q-metrics?

- From industry / Application-driven

 Q: How to define Q-metrics when 

Application driven?

VECTOR OF Q-METRICS 

(Possible in ISO 29794-4:2016)
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Combination of Q-metrics

JRC Workshop on 
Fingerprint Q in the context of SIS-II

• Multibiometrics*: use of multiple sensors, instances, realizations, 

algorithms and/or modalities for biometric person authentication

• Why?

– Some subjects may experiment difficulties with a specific modality

– Some modalities better adapted than others to specific applications

– Exploit fusion capabilities

– Overcome noisy conditions

– Robutness to attacks

* Arun Ross et al., Handbook of Multibiometrics, 2006

MULTIBIOMETRICS
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• Failure to acquire 
event

[Simon-Zorita et al. 03]

[Chen et al. 05]

• Q-based fusion

[Bigun et al. 97, 03]

[Fierrez et al. 05, 06]

[Nandakumar et al. 06, 08]

• Q-based feature 
weighting

[Chen et al. 05]

• Q-based 
enhancement

[Hong et al. 98]

SYSTEM MODEL OF MULTIBIOMETRICS INCLUDING 

MULTIPLE Q-METRICS

H. Fronthaler, K. Kollreider, J. Bigun, J. Fierrez, F. Alonso-Fernandez, J. Ortega-Garcia and J. Gonzalez-

Rodriguez, "Fingerprint Image Quality Estimation and its Application to Multi-Algorithm Verification", IEEE 

Trans. on Information Forensics and Security, Vol. 3, n. 2, pp. 331-338, June 2008.

HOW TO COMBINE Q-METRICS?

• Multiple Q-metrics representing the same objective (e.g., matching

performance Utility)

– Calibration  Quality Score Fusion

• Multiple Q-metrics representing different factors

 Strongly application-dependent:

E.g. Utility U1 + image sensor fidelity F1 + improper finger placement F2

– May not be worth combining (but anyway good to keep/process separately!)

- May be worth combining: U1 + F1 + F2  Improved Utility Q-metric U2

 Q: Who defines the fusion methods?

- Industry / standardization bodies / SIS-II / researchers?

 Q: Which fusion methods for SIS-II?
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Interoperability and 

Calibration of Q-metrics

JRC Workshop on 
Fingerprint Q in the context of SIS-II

• Quality scores (Utility-based) should aim to be predictive of 

sample behavior in a matching environment

• Quality scores should be interchangeable between systems

• Transportable via biometric data interchange formats

• Quality scores should be meaningful, interpretable and useful

• M1 and ISO/IEC biometric data interchange format standards 

already provide a Quality Score field, but do not define its use
• When I get a score, I don’t know what it means

• BioAPI defines a 0-100 quality score range and bins
• 0-25: unacceptable

• 26-50: marginal

• 51-75: acceptable

• 76-100: excellent

• ISO/IEC 29794-1/4/5: 0 lowest, 100 highest

INTEROPERABILITY through STANDARDS
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CALIBRATION OF QUALITY SCORES

(Also studied as Score Normalization in the research literature)

– Calibration of methods to measure the known quality 

factors (Character, Fidelity, ...)

• Can use reference data exhibiting the range of factors

– Calibration of a performance predictor (for matching 

/segmentation / ...) considering given system(s)

• Reference data should be typical of applications in mind (given 

system and population data)

D. Ramos and J. Gonzalez-Rodriguez, "Reliable Support: Measuring Calibration of Likelihood 

Ratios", Forensic Science International, Vol. 230, pp. 156-169, May 2013.

NFIQ 2.0 and Q CALIBRATION
(Extracted from E. Tabassi et al. IBPC 2016, May 4, 2016)

 Q: Who defines the calibration / score normalization methods?

- Industry / standard. bodies / SIS-II / researchers?

 Q: Which calibration methods for SIS-II?
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Q-metrics in 

SIS-II Architecture

JRC Workshop on 
Fingerprint Q in the context of SIS-II

 Q: Which Q-metrics are available by default (provided by vendor)?

 Q: Which additional Q-metrics are worth considering?

Q-METRICS IN SIS-II (1)



29/01/2018

12

Q-METRICS IN SIS-II (2) - idem

 Q: Which Q-metrics are available by default (provided by vendor)?

 Q: Which additional Q-metrics are worth considering?

Q-METRICS IN SIS-II (3)

 Q: Which Q-metrics are available by default (provided by vendor or 

human intervention)?

 Q: Which additional Q-metrics are worth considering?
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Q-METRICS IN SIS-II (4) - idem

Q-METRICS IN SIS-II (5) - idem
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Final Discussion

JRC Workshop on 
Fingerprint Q in the context of SIS-II

 Q: For vendors: description and availability of Q-metrics 

(not only overall utility-based Q-metrics)?

 Q: For vendors: ready to implement additional Q-

metrics?

 Q: For researchers: ready to research/implement 

adequate calibration and fusion of Q-metrics for SIS-II?

 Q: For SIS-II management: ready to share realistic 

population data for research/development?


