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A new parental control method to prevent unauthorised usage of
touch devices by kids is proposed. The impact of rapidly advancing
technology on the developing child has seen an increase exposition
to new forms of danger. Studies reveal that 97% of US children
under the age of four use mobile devices. A reliable and efficient
method to prevent the use of touch devices by preschool children
is proposed. The proposed method is based on the analysis of the
neuromotor characteristics of the users according to the decomposition
of simple drag and drop tasks using the kinematic theory of rapid
human movements. The experimentation is conducted on a publicly
available database with samples obtained from 89 children between
3 and 6 years old and 30 adults. The results are compared with an exist-
ent system based only on task time and accuracy. Finally, both systems
are combined at score level to achieve better performances. The results,
with correct classification rates over 96% in the combined system,
show the discriminative ability of the proposed neuromotor-inspired
features and the possibility of combining this system with others to
improve their final performance.
Introduction: Touchscreen panels have changed the way users interact
with new devices. They have increased their relevance because of
their portability and ease of use. In this Letter, the classification of
users according to their attributes is crucial for service personalisation
(e.g. recommender systems, parental control, and security). Some of
these attributes can be obtained from metadata associated to the
device (e.g. IP address, language selection, GPS location) or can be
inferred from the user behaviour (e.g. browsing history, social
network contents, and keystroke dynamics).

Early childhood is a crucial stage of life in terms of a child’s physical,
intellectual, emotional and social development. The study in [1] reveals
that 97% of US children under the age of four use mobile devices,
regardless of family income. Parental control tools are often a need as
young children are not prepared for some types of contents (e.g. adult
contents) or services (e.g. online shopping). These tools use to filter
the contents being displayed or they can limit the access of children
to the use of the devices [2]. ParentsAround is an example of these
tools that filter web contents according to the topics that parents consider
as sensible. Curbi is another example, with it, parents are able to block
the access to the whole device or only to specific apps. Most of the times
these parental control tools must be activated and deactivated by the
parents manually (semi-supervised systems). The development of
unsupervised automatic systems based on the analysis of the user’s
interaction is important to improve technologies in use nowadays.

The user activity can be monitored and used to detect age groups
according to simple and fast touch tasks. In [3], researchers analysed
different types of touching tasks like tap, rotate or drag and drop, and
they found that children have different success rates when trying
to perform tasks of diverse complexity. In [4] tap tasks are used to
extract time and precision-based features to classify users according to
their age. They designed two different approaches, using only one tap
for classification and using seven consecutive taps, with promising
results of 86.5 and 99%, respectively.

Touch activities are highly dependent of neuromotor characteristics of
each person. The difference between adults and children is mainly
caused by the different grade of maturity of their anatomy and neuromo-
tor system [5]. Because of that reason, we propose to use a model of the
human neuromotor system to characterise the interaction of children and
adults with touchscreen devices. The Sigma-Lognormal model is part of
the kinematic theory of rapid human movements [6]. The goal of this
model is to decompose the complex signals that describe the speed of
muscular movements into simpler ones that can be explained by a few
parameters. These parameters contain information about the activity
itself and about the neuromotor skills of the person [7].

In this Letter, we propose a new method to detect preschool children
usage of touch panels, using data from simple tasks performed in smart-
phones and tablets. Three use cases are: (i) locking content and/or appli-
cations when children are using the devices; (ii) as input for service
providers so they can adapt their contents; and (iii) real-time interface
adaptation.
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We use information of simple drag and drop tasks collected from 119
people (89 children and 30 adults) interacting with a smartphone ad-hoc
app. Drag and drop is one of the most popular actions performed in
touch devices. It involves moving the cursor over an object, selecting
it, and moving it to a new location.

The main contributions of this work can be summarised as follows:
(i) a novel algorithm for age classification based on neuromotor charac-
teristics obtained from simple and fast drag and drop tasks; (ii) our
approach obtains the highest accuracy reported in the literature for indi-
vidual actions based on touch tasks; and (iii) we propose a combination
of our system and the one from [4] getting higher accuracy rates than the
ones from the isolated systems.

Sigma-Lognormal model: We propose the Sigma-Lognormal model to
decompose touchscreen interaction and detect the usage by preschool
children. The Sigma-Lognormal model states [6, 8] that the velocity
profile of human hand movements can be decomposed into strokes.
Moreover, the velocity of each of these strokes, i, can be described
with a speed signal vi t( ) that has a lognormal shape
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where each of the parameters is described in Table 1. The complete
velocity profile is modelled as a sum of the different individual stroke
velocity profiles as

vr t( ) =
∑N
i=1

vi t( ) (2)

where N is the number of lognormals of the entire movement.

Table 1: Sigma-Lognormal parameters description
Parameter
 Description
Di
 Covered distance when executed isolated
t0i
 Initialisation time. Displacement in the time
mi
 Logtemporal delay
si
 Response time of the neuromotor system
usi
 Initial angular position of the stroke
uei
 Final angular position of the stroke
An action controlled by the neuromotor system can be decomposed
into a summation of these lognormals, each one characterised by differ-
ent values for the six parameters in Table 1. The parameters of the
Sigma-Lognormal model are used to calculate the 18 different features
described in [8]. These features can be classified into two groups: space-
based and time-based. Space-based features are those that give infor-
mation about the spatial distribution of the strokes, such as Di, mi, si

and other features based in usi and uei (see Table 1). Time based-features
are composed by the values of speed at some relevant points of the
strokes like their maximum or inflexion points; and the time-offsets
between those points. The task time and the number of lognormals in
each task have been added as additional features.

In Fig. 1, an example of the velocity profile of a drag and drop task is
presented, for both children and adults. As can be seen in the figure, chil-
dren’s speed signals are usually composed by a higher number of strokes
than the adults’ signals. The higher maturity on the neuromotor skills of
adults produces soft velocity profiles that reveal a fine control of
movements.

Experiments: The experimental protocol is based on the publicly
available database presented in [9]. It contains tasks captured in both
smartphones and tablets. In this work, we have analysed separately
the data from smartphones and the data from tablets. The total
number of drag and drop tasks is 2912 for children and 1157 for
adults (see [9] for more details). The parameters of the model
(see Table 1) for all tasks were extracted using the Script Studio
software [6].
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Fig. 1 Comparison between Sigma-Lognormal speed profiles: adult (up) and
child (down). Task is the same in both profiles. Virtual signals are the
decomposition of the speed profile into individual strokes

This software provides the 6 ×N parameters for each drag and drop
task, where 6 denotes the parameters in Table 1, and N is the number
of strokes of each task. The 18 features from [8] are computed for
each stroke and each parameter is averaged across strokes. The 18
averaged parameters are augmented with task time and the number of
strokes to generate the final feature vector of size 20.

As a classifier we use support vector machines (SVM) with a RBF
(radial basis function) kernel because of its good general performance
in binary classification tasks and the few number of parameters to con-
figure. The next process has been performed for training and testing the
classifier: Step 1: 15 children and 15 adults are chosen randomly from all
users in the database. Then, the SVM is trained with all the drag and
drop tasks from those users. Step 2: 1 child and 1 adult are chosen ran-
domly from the remaining users. Only 1 task from each one is selected
to test the classifier and obtain a score. Step 3: For each iteration of
steps 1, 2 is repeated 100 times. Step 4: Step 1 is repeated 100 times.
This makes a total number of 100 × 100 × 2 = 20,000 classification
scores. We have chosen this protocol as it is the same from [4] and guar-
antees a fair comparison between both approaches.

Results: Table 2 shows the classification accuracies obtained for the
method proposed in [4], the system proposed in the present work and
the combination of both systems at score level (by sum of scores).
They are presented in terms of correct classification accuracy (percent-
age of samples from both classes correctly classified). Table 2 also
shows the superior performance of our model and how the combination
of the proposed approach with the system in [4] improves the perform-
ance up to 96.3%. The improvement in the accuracy rate can be associ-
ated to the better discrimination of users due to the characterisation
of their neuromotor characteristics, while in [4] their criterion was
based in features related basically with the precision. Second, it has
been proved that both approaches are complementary, as we achieve
the best accuracy rate using the combined scores of both systems.

Table 2: Classification accuracies of the systems as the percentage
of samples from both classes correctly classified
Accuracy, %
 Our implementation of [4]
 Our approach
 Combined system
Smartphone
 86.5
 91.4 (↓36%)
 95.8 (↓68%)
Tablet
 90.5
 95.4 (↓52%)
 96.3 (↓61%)
We show the accuracies reached with data from smartphones and tablets separately.
In brackets we show the percentage of error reduction with respect to [4]

Conclusion: In this Letter, we have presented a new algorithm for
age group classification with application to parental control of
preschool children using touch devices. We propose a feature extraction
based on the parameters of the Sigma-Lognormal model. These features
illustrate the neuromotor skills of users, which enable to discern between
children and adults.

An evaluation of its performance has been made, using a public data-
base with touchscreen activity of children and adults. The classification
rates are over 95% for our system, and over 96% for the combination of
the proposed system with an existing approach.

As future improvements of this system, two main aspects can be
considered. First, the patterns used are this work are obtained from
single and short strokes. Better classification rates may be achieved
by considering more complex tasks or continuous monitoring. The
maturity of the neuromotor skills is the key to recognise children
using the method proposed in this work, which is focused in preschool
children under 6 years. However, how to recognise age groups
with mature neuromotor skills (from 10 years old onwards) is a challen-
ging task and new models and methodologies should be proposed for
that purpose in the future. Finally, age classification of older users
using the Sigma-Lognormal model is also a possibility as it is demon-
strated that fine motor control abilities decay with the age, affecting
to the use of computers (including touchscreen devices) and their
interfaces [10].
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