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Abstract— This work analyzes the performance of comparative
attributes labeled by humans for handwritten semi-automatic
signature recognition. Despite the large deployment of automatic
systems, humans have still an important role in many tasks re-
lated to handwritten signature recording and verification. How
humans can help to improve these processes is a primary aim of
different research lines. Comparative attributes try to exploit the
abilities of humans to extract discriminant information of the
signatures. Instead of absolute attributes (e.g. is this stroke ver-
tical?), the comparative attributes offer richer responses (e.g.
how vertical is this stroke?). In this work we present a new semi-
automatic signature labeling interface inspired by Forensic Doc-
ument Examiners (FDE). Fifteen comparative attributes have
been labeled by 21 laymen, where each one carries out the label-
ing of 28 signatures from 130 users of the publicly available cor-
pus BiosecurID database. Through the manual labeling, a new
Bio-HSL (Biometric-Handwritten Signatures Labelling) data-
base is generated, which contains 4,968,600 signature attributes.
The results show that comparative attributes outperform abso-
lute attributes for semi-automatic signature recognition with
Equal Error Rates ranging from 5.5% for random comparisons
to 21.2% for simulated forgeries.

Keywords— signature recognition, biometrics, human in the
loop, forensics.

I. INTRODUCTION

Biometric recognition is a very broad field of research, in-
cluding a large number of research area, most of them focused
on the analysis and evaluation of human physiological and
behavioral traits for automatic recognition applications.

The handwritten signature is a popular biometric modality
because of its social acceptance in the legal and commercial
fields, and it is one of the oldest methods to certify the identity
of an individual or to give authenticity to legal documents [1].
As shown in Fig. 1, the applications of signature recognition
are diverse and include: banking, product sales, parcel/courier
delivery, and public notary among other. In most of these ap-
plications, the human tasks are mainly related to recording
and verifications are usually done offline by Forensic Docu-
ment Examiners (FDE) only in case of complaints or disputes.

What human actions can assist Automatic Signature
Verification Systems (ASV) is the main question investigated
in the present work.
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Fig. 1. Applications of signature recognition.

Layman's intervention in ASVs can be done in multiple
levels or phases of the biometric system as shown in Fig. 2.
Possible layman interventions include: quality assessment to
eliminate poor quality samples, feature annotation, sample
sorting, support decision, among others. However, there is a
large room for research on this area. The performance of the
layman in the different signature verification tasks has been
undervalued [2] and recent studies suggest their capacity to
improve automatic systems [3].

The performance of FDE in signature identification tasks
has been studied in recent works [2,4-6]. The performance of
experts is comparable or superior to the performance of
Automatic Signature Verifiers (AVS). The large experience
and specialized training of FDE increase their ability to
recognize forged signatures. However, experts only act upon
selected cases in which there are important concerns related
to the identity of the signer, usually legal prosecutions. In
most of the cases, people without signature recognition
experience are in charge of the signature collection process.
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Fig. 2. Human-assisted signature recognition basic scheme [9].

Their task is mainly related with the supervision of the correct
acquisition of the signature samples, without specific actions
related to signature verification or forgery detection. The
performance of people without FDE experience has attracted
the interest of researchers in last years [3,7-9]. Human
performance was measured by analyzing the opinion of the
laymen based on visual comparisons from a genuine set of
signatures and unmarked samples including genuine and
counterfeit signatures using crowdsourcing platforms.

These studies have made it possible to establish a human
performance baseline, but there is a lack of knowledge in
factors that influence human scores. Previous studies
[9,10,11] suggest that laymen perform better labeling than
classifying. The labeling of signatures attributes inspired on
FDE has a more guided component that allows to improve the
inherent capacity of laymen to detect forgeries. In [11],
researchers propose signature attributes labeled by laymen as
features for Support Vector Machines classification
algorithms. The results reported in [11] with attributes labeled
by 11 laymen ranged from Equal Error Rates of 6.89% for
random comparisons to 24.22% for simulated forgeries. The
attributes proposed in [11] were based on absolute labels
related with features of the signature. As an example, the
shape of the signature was categorized into 6 different labels:
rounded strokes, vertical strokes, horizontal strokes,
calligraphic model, vertical and horizontal strokes, or
unknown. However, the signature complexity makes difficult
to categorize certain samples. The presence of flourish and
text, together with the high subjectivity of the task, make the
labeling task quite challenging.

The present work explores the human performance in
signature recognition based on comparative attributes instead
of absolute attributes. The idea is to replace the absolute labels
by ranges. For example, a signature is not labeled as
horizontal or vertical. Instead of that, comparative attributes
try to label how vertical or horizontal is it.

The main contributions of this work are twofold:

i) The evaluation of comparative attributes labeled by
laymen as features for semi-automatic signature recognition.

Semi-Automatic Human Tasks

ii) A new database of signature attributes including more
than 4 million labels made by 21 different laymen.

The rest of the work is organized as follows: Section II
summarizes related works. Section III describes the proposed
comparative attribute-based signature recognition. Section IV
reports the experiments and results. Finally, Section V
summarizes the conclusions and future works.

II. RELATED WORKS

Research studies in the field of biometrics applied to hu-
man-assisted systems allow us to identify the real abilities of
the human for recognition in comparison with the capabilities
of the automated systems [3,6,7,9,12-16]. The use of human
annotations in semi-automatic biometric recognition systems
has provided encouraging results in the literature. The anno-
tation of attributes performed by humans has emerged as a
way to improve automatic systems in face recognition
[8,12,16,19], soft biometrics [16-19] or signature [10,11].

In [16-19], soft biometrics were used for the description
of human faces and body attributes. The idea underlying those
work focuses on the fact that people naturally use labels and
physical attribute estimates to describe other people. The re-
sults presented in [16] concluded that the absolute body de-
scriptions to identify individuals resulted in an accuracy of
identification of under 50%, because the absolute labels
proved to be a bad form of description, bound to subjectivity
and interference. On the other hand, the comparative labels
proved to be less subjective than the traditional forms of de-
scription and are preferred by the majority of specialists, ob-
taining for this particular work an accuracy up to 95%.

Research works developed in [9-11] explored the recogni-
tion of human-assisted signature, including performance of
humans in signature recognition based on absolutes attributes
labeled by laymen. Their results suggest the potential of these
recognition schemes in applications involving human inter-
vention. In comparison with automatic algorithms based on
static (offline) and dynamic (online) features [20], the attrib-
ute-based matching showed its potential to complement exist-
ing automatic approaches.
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Fig 3. Example of the two different attributes: Roundness (left) and Horizontality (right).

111. EXPERIMENTS

The experiments explore the potential of comparative

TABLE I. COMPARATIVE ATTRIBUTES (C1-C5)
AND ABSOLUTE ATTRIBUTES (A1-A2)

. .. . .- . . 1.1 ical 1.2 R
labels for signature recognition and their utility in semi- CL1 Vertica ¢ ound,
automatic signature recognition schemes. m )
Shape of the X /’/
j 1 signature
A. Comparative Attributes ) . g C1 C1.3 Horizontal C1.4 Calligraphic
Human performance obtained in [3,7,9,10,12] suggests o B Lw I
that laymen find it difficult to correctly recognize the — 9
authenticity of signatures. However, it is well accepted that C2.1 Clear C2.2 Confused
FDE can achieve competitive results based on their
specialized training and experience. Here, we propose to gr?iph OIM&MMA/ &cﬂ;\a\
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angtlyze comparatwe attributes of signatures inspired by FDE C2 C23 Concentrated C2.4 Spacing
training, which are manually labeled by laymen. | i
In this work we evaluate the performance of 17 signature @MQ Amdsia, L. Midhour
attributes divided into: 11 comparative attributes with labels = i
ranging from 1 to 5 (see Fig. 3), 2 absolute attributes with ASPeaRa"O - w/
binary labels, and 4 measures. The attributes, inspired in FDE —
and previous works [9,11], include features related to the -
shape, punctuation, retouches and loops, both for the flourish ¥ ]'j’(::)r'ssh
and the text. A handwritten signature labeling application has C 4p
been developed, including those attributes and the image of
one signature each time. Table I and Table II show the Text Loops O
. . . . Ccs L
attributes analyzed in this work (clearer visual examples of
similar attributes can be found in [11]). The human )
. . C e . Punctuation
intervention has a lar'ge subjectivity caused by the personal Marks () (
perception and experience of each annotator. Therefore, the Al
application offers a brief introduction to each of the attributes Signature
for each of the laymen. Retouch
A2
B. Experimental Protocol
The signature database used is the BiosecurID corpus
[21], which comprises 28 signatures from 130 different sign-
ers acquired in4 differept sessions. The 28 signatures are.di- Orientation
vided into 16 genuine signatures and 12 simulated forgeries. D1
The annotation of the attributes was made by 21 M.Sc. stu-
dents (from Universidad de las Fuerzas Armadas ESPE in Ec- Character
uador) without any previous experience on FDE analysis. No Tilﬁzng
information about the authenticity (genuine or imitation) of D
the samples was provided to the annotator and all signatures Character
Spacing
were analyzed separately and randomly. D3
Stroke
Lengths
D4
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Fig. 4. Layman performance: The best and the worst annotator are high-
lighted with different color

A new Bio-HSL (Biometric-Handwritten Signature
Labels) database, which contains labeled data by those 21
laymen, was generated through the labeling application. Each
layman has labeled 13 attributes (C1-C5,A1,A2) plus 10
measures (D1 plus 3 measures for each D2, D3 and D4) for
each of the 3,640 signatures in the database (130%28).
Therefore, the database comprises 1,758,120 attributes: 23
attributes x 28 signatures per signer x 130 signers x 21
laymen. The experiments are divided into two categories:

¢ Random Forgery: the model of the user is evaluated us-
ing genuine samples from other users (different to the
owner) as impostor attacks (simulation of users who try to
spoof the identity of other users with their own signature).

e Simulated Forgery: also known as skilled forgeries, the
model of the user is evaluated using imitations made by
other users (with different level of skill, see the database
description for details [21]).

For the experimental protocol we have employed the pro-
tocol proposed in [11] for a fair comparison of the results. We
use the 4 genuine samples of the first session as training set.
The distance between the training matrix (matrix with 4x23
attributes) and a given signature (vector with 1x23 attributes)
is calculated using the Manhattan distance proposed in [11]:

d= Y 1fi — gil/o; (D

where f; is the i-th feature of the given signature, g is the av-
erage of the training matrix for the measure features or the
mode of the training matrix for the comparative attributes, M
is the number of attributes (23 in our case) and o; is the stand-
ard deviation of the i-th feature from the training matrix. The
scores are them normalized using the hyperbolic tangent [9]:

d' = %(tanh <0.01 (d;—d”d)> + 1) )

where yy and 0, are the mean and standard deviation of the
scores obtained by cross-validation with training samples.
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Fig. 5. Analysis of attribute D3 for genuine signatures versus simulated
forgery (upper) and random (down).

C. Results

The performance in terms of Random EER and Simulated
EER allows us to determine the potential of comparative at-
tributes. Fig. 4 shows the human (layman) performance ob-
tained according the protocol explained in previous sections.
The results show the performance of each of the laymen in
terms of average EER for random and simulated signatures.
The results show that 38% of the laymen present a Random
EER under 5%, where the best EER is 3.90% and the worse
EER is 10.32%. For simulated forgeries we have that 52% of
layman have a Simulated EER of less than 21% with the best
EER of 18.83% and the worst EER of 26.22%.

The analysis of the results suggest that the characteristics
measured are more discriminating for random signatures than
for simulated signatures, Fig 5 shows some examples of D3
measure for random and simulated forgeries.

Table III shows the results obtained averaging all the an-
notator performances and the results obtained in previous
works using the same database and experimental protocol.
The table includes the performance of two state-of-the-art
ASV systems based on both online/dynamic information (Dy-
namic Time Warping) and offline/static information (Local
Directional Patterns and Support Vector Machine).

The results suggest the superior performance of compara-
tive attributes against absolute attributes. However, there is a
large gap with automatic systems, especially with online
ASV. It is important to highlight that performance of attrib-
ute-based methods is highly related with the laymen. The re-
sults showed in Table III are averaged from 21 laymen per-
formances in the case of comparative labels and 11 laymen in
the case of absolute attributes (different laymen in each case).
The differences in the performances (1% in random compari-
son and 3% for simulated forgeries) are statistically signifi-
cant for the 384,930 scores calculated for the random compar-
isons (12x130x21+129%130x21) and the 65,520 scores cal-
culated for the simulated forgeries (12x130%21x2).
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TABLE III. PERFORMANCE (EER%) OF THE PROPOSED ATTRIBUTES
USED FOR ASV = AUTOMATIC SIGNATURE VERIFICATION

System EER [%]
Random | Simulated
ASV based on online features [11] 1.9 6.9
ASV based on offline features [11] 4.72 20.27
Semi-Automatic Absolute Attributes [11] 6.89 2422
Semi-Automatic Comparative Attributes 5.57 21.20

IV. CONCLUSIONS AND FUTURE WORK

This work explores the recognition of human-assisted sig-
nature based on comparative attributes. The results suggest
the potential of these recognition schemes in applications in-
volving human interventions. The results suggest that com-
parative labels offer more discriminant information than ab-
solute attributes, even if the uncertainty is greater (more labels
increases the number of possible responses). However, there
is plenty of room for further research in this area and the num-
ber of open questions is large: What is the consistency of the
annotated attributes applied to another database? Can the
comparative attributes improve the automatic recognition in
combined schemes? What is the stability of the annotators for
different number of signatures?
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