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Abstract. Blockchain technology has become a thriving topic in the
last years, making possible to transform old-fashioned operations to more
fast, secured, and cheap approaches. In this study we explore the poten-
tial of blockchain for biometrics, analyzing how both technologies can
mutually benefit each other. The contribution of this study is twofold:
(1) we provide a short overview of both blockchain and biometrics, focus-
ing on the opportunities and challenges that arise when combining them,
and (2) we discuss in more detail blockchain for biometric template pro-
tection.
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1 Introduction

Among all current disruptive technologies, both blockchain and biometrics have
become a focus of attention in recent years. On the one hand, blockchain tech-
nology provides an immutable and decentralized data registry, optionally with
the capability of executing distributed secure code. Its origins are linked to Bit-
coin cryptocurrency, created in 2009, where it is used for solving an old problem
opened since the 80’s in the cryptographic community: the design of a distributed
algorithm of consensus on economic transactions without the participation or
existence of a central authority [21]. However, nothing prevents any other digi-
tal data from being stored instead of economic transactions. This aspect opens
the doors to many different potential applications such as smart energy and grids
[1,19], healthcare [13], and smart devices or digital identity schemes [22], among
others.

On the other hand, the aim of biometric technology is to authenticate the
identity of subjects through the use of physiological (e.g., face, fingerprint) or
behavioral (e.g., voice, handwritten signature) traits [15]. Its advantages over
traditional authentication methods (e.g., no need to carry tokens or remem-
ber passwords, they are harder to circumvent, and provide at the same time a
stronger link between the subject and the action or event) have allowed a wide
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deployment of biometric systems, including large-scale national and international
initiatives [4,6].

Combining blockchain and biometrics could potentially have many advan-
tages. As a first approximation, the blockchain technology could provide biomet-
ric systems with some desirable characteristics such as immutability, account-
ability, availability or universal access:

— By definition, a blockchain guarantees the immutability of the registers it
stores', which could be used by a biometric system to build a secure template
storage.

— Derived from previous property, a blockchain increases the accountability and
auditability of the stored data, which can be very useful to demonstrate to
a third party (e.g., a regulator) that the biometric patterns have not been
modified.

— For last, a (public) blockchain also provides complete availability and univer-
sal access for any user.

Table 1. Blockchain/biometrics mutual benefits

Blockchain to biometrics Immutability

Accountability
Availability

Universal access

Biometrics to blockchain More secure digital identity models

New use cases (e.g., smart devices)

Biometric wallets

Additionally, the integration of biometric technology would be very beneficial
for blockchains too. Among many other new use cases, biometrics could greatly
improve the current distributed digital identity schemes based on blockchain.
Another interesting application of biometrics to blockchain is related to smart
devices. A smart device is any digital or physical asset with access to a blockchain
that can perform actions and make decisions based on the information stored
there. For example, a car could be fully managed (rented or bought) through
a smart contract. However, an adequate identification of the user is not fully
solved yet. In this case, an authentication protocol based on biometrics could
significantly raise the current security level. Table 1 overviews the mutual benefits
of blockchain and biometrics.

The main contributions of this paper can be summarized as follows:

— We provide a short overview of both blockchain and biometrics, focusing on
the opportunities and challenges that arise when combining them.

! Strictly speaking, a blockchain is not a tamper-proof mechanism but tamper-evident.
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— We discuss in more detail an architecture for biometric template protection
based on blockchain.

Table 2. Characterization of main blockchain platforms

Blockchain type Public Consortium Private

Governance No centralized Multiple Tipically, single
management organizations organization

Access control Permissionless Permissioned

Participants Anonymous Identified, trusted

Main platform Bitcoin, Ethereum  Quorum, Parity Hyperledger

Consensus algorithm PoW / PoS Voting or multi-party

consensus algorithms (PoS /PoA)

Transactpn . Long (minutes) Short Short

confirmation time

Data privacy No Optional Yes

Smart contracts Very limited Yes Yes

support

Cryptocurrency BTC ETH -

The remainder of the paper is organized as follows. In Sect. 2 a description of
the most relevant features of blockchain for biometric technologies is provided.
In Sect.3, we first analyze the challenges and limitations of the technologies
to finally discuss blockchain for biometric template protection. Finally, Sect. 4
draws the final conclusions and points out some lines for future work.

2 Blockchain Basics

2.1 Overview

Essentially, a blockchain is a decentralized public ledger of all data and trans-
actions that have ever been executed in the system [23]. These transactions
are recorded in blocks that are created and added to the blockchain in a linear,
chronological order (immutable). Each participating node in the network has the
task of validating and relaying transactions, and has a copy of the blockchain.
However, since its initial application to Bitcoin cryptocurrency, the original
idea of a universal and public blockchain has greatly evolved into new architec-
tures, based on different access control schemes or consensus algorithms.
According to the first criteria, blockchains can be categorized as: (1) pub-
lic, (2) consortium, and (3) private blockchains (see Table 2). Essentially, public
blockchains are permissionless schemes, designed with a built-in economic incen-
tive for allowing anonymous and universal access. Consortium blockchains, on
the other hand, are permissioned, partly private and semi-decentralized architec-
tures, specially targeted for scenarios with a small number of participants. Last,
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private blockchains are specially indicated in applications where users must be
fully identified and trusted. This application environment for private blockchain
makes more straightforward the incorporation of biometrics compared to public
and consortium blockchains. Anyway, in all three types of blockchains (public,
consortium, and private) further research and new security architectures are
needed to deliver the full potential of the excellent synergies between blockchain
and biometrics.

Blockchains can also use different consensus algorithms, some of which allow
greater efficiency and faster transactions completion time. Therefore, the most
appropriate type of blockchain depends on the specific use case.

2.2 Smart Contracts

The term smart contract dates back to 1996, long before the creation of Bitcoin
and blockchain, and was first introduced by Nick Szabo [24]. A smart contract is,
essentially, a piece of code executed in a secure environment that controls digital
assets. Examples of these secure environments include regular servers controlled
by “trusted parties”, decentralized networks (blockchains), or servers with secure
hardware (SGX) [16,18].

Many public blockchains support the execution of smart contracts, but the
most reliable, secure, and used is, without doubt, Ethereum [5]. Ethereum could
be considered as a distributed computer, with capability to execute programs
written in Turing-complete, high-level programming languages. These programs
are no more than a collection of pre-defined instructions and data that has been
recorded at a specific address of a blockchain.

For biometric purposes, a smart contract running in a blockchain can assure
a semantically correct execution. However, the consensus algorithms necessary
to provide this security in public blockchains have an associated economic cost,
which will be analyzed in next section.

3 Blockchain for Biometrics

3.1 Challenges and Limitations

Despite the new opportunities already described in previous sections, the com-
bination of both blockchain and biometric technologies is not straightforward
due to the limitations of the current blockchain technology. Among them, it is
important to remark: (1) its transaction processing capacity is currently very
low (around tens of transactions per second), (2) its actual design implies that
all system transactions must be stored, which makes the storage space necessary
for its management to grow very quickly, and (3) its robustness against different
types of attacks has not been sufficiently studied yet.

We now detail the limitations of blockchain public networks for the deploy-
ment and operation of biometric systems.
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— Economic cost of executing smart contracts: In order to support smart
contracts in blockchains (like Ethereum), and to reward the nodes that use
their computing capacity to maintain the system, each instruction executed
requires the payment of a fee in a cryptocurrency (called gas). Simple instruc-
tions (such as a sum) cost 1 gas, while others can cost significantly more (e.g.,
the calculation of a SHA3 hash costs 30 gas). On the other hand, the storage
space is especially expensive (around 20k gas for every 256 bits). Therefore,
one of the first research problems would be minimizing the cost of running
a biometric system (totally or partially) in a blockchain, and how efficiently
smart contracts involving biometrics could be coded.

— Privacy: By design, all operations carried out in a public blockchain are
known by all the participating nodes. Thus, it is not possible to directly
use secret cryptographic keys, as this would reduce the number of poten-
tial applications. Regarding privacy in public blockchains, three main layers
are considered in general: (1) participants, (2) terms, and (3) data. The first
one ensures participants to remain anonymous both inside and outside of the
blockchain. This is achieved with cryptographic mechanisms like ring signa-
tures, stealth addresses, mixing, or storage of private data off-chain. Second,
privacy of terms keeps the logic of the smart contracts secret, by using range
proofs or Pedersen commitments. Last, and the most important for biomet-
rics, the data privacy layer goal is to keep transactions, smart contracts, and
other data such as biometric templates, encrypted at all times, both on-chain
and off-chain. The cryptographic tools used include zero-knowledge proofs
(ZKP) and zk-SNARKS, Pedersen commitments, or off-chain privacy layers
like hardware-based trusted execution environments (TEEs). However, the
application of these cryptographic tools are still very limited for blockchains.
For example, Ethereum just included at the end of 2017 basic verification
capabilities for ZKPs. More advanced cryptographic tools have been only
developed to target special cases like Aztec [25] or ZK range proofs [17]. In
addition, it should be noted that ZKP transactions would be still expensive
and computationally intensive (~ 1,5M gas/verification).

— Processing capability: Another important limitation is related to its pro-
cessing capability. Ethereum, for example, is able to run just around a dozen
transactions per second, what it could be not enough for some scenarios. Addi-
tionally, there is a minimum confirmation time before considering that the
transaction has been properly added to the blockchain. This time can oscil-
late among different blockchains, from tens of seconds to minutes, reducing
its usability for biometric systems.

— Scalability: This is one of the main handicaps of the technology from its
origins as, theoretically, all nodes of the blockchain network must store all
blocks of the blockchain network. Currently, the size of the public blockchains
(Bitcoin and Ethereum) is around 200GB, and it is growing very fast. This
can be a problem for some application scenarios such as the Internet of Things
(IoT).
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— Security: As novel technology, blockchain security characterization is still
a work in progress. Among all possible attacks, it is worth mentioning the
attack known as 51% attack [8]. If an attacker gains more than 50% of the
computational capacity of any public or private blockchain, he could reverse
or falsify transactions. This attack applies even to blockchain with consensus
algorithms not based in proof-of-works schemes, like PoS or PoA, typically
used in private or consortium topologies. However, the main security problems
suffered to date by blockchains are mainly related to programming errors, e.g.,
the DAO attack happened in 2016, which put at risk the whole Ethereum
ecosystem [2].

3.2 Blockchain for Biometric Template Protection

Biometric systems have for long been known to be vulnerable to certain physical
[14] and software attacks [11]. Physical attacks to the biometric sensor can be
overcome to some extent with presentation attack detection techniques [20]. On
the other hand, an important group of software attacks can be prevented using
biometric template protection techniques, but the state-of-the-art there [10,12]
is still improvable in many ways [9].

Figure 1 depicts the typical stages of a biometric system (in solid gray), all
possible points where a biometric system can be attacked, and a representation
of biometric template protection based on blockchain (stripped block). By sub-
stituting the traditional template store by a blockchain, the security level of the
resulting biometric system is significantly increased. If correctly implemented,
attacks number 6 (channel interception) and 7 (templates modification) and are
no longer possible.

3. Override Stored 7. Modify
feature templates O templates
2.Replay extractor
old data i
5. Override 6. Intercept
matcher channel
§ Yes/no i
Feature 1 Final
Sensor extractor Matcher — — device
1. Fake 4. Synthesized 8. Override
blometric feature vector final decision

createTemplate()

Blockchain  modifyTempiate()
deleteTemplate()

Fig. 1. Main security vulnerabilities of biometric systems and biometric template pro-
tection based on blockchain.
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This design provides some advantages:

— The modifications to the existing biometric systems are kept to a minimum,
so the usual biometric techniques and algorithms (e.g., feature extraction and
matching) can be used normally.

— Since the biometric process is performed off-chain, this architecture avoids
the scalability problems of public blockchains (except in a massive batch of
user registration).

— No need to use complex smart contracts, which facilitates development and
reduces execution costs. Smart contracts do not implement biometric “logic”,
but only the minimum necessary functions to manage the storage of templates
(creation, modification, etc.)

However, as stated before, storage space in blockchains is specially expensive
compared to computation, in order to discourage its abusive use. As an example,
for current Ether price (around 140$ at time of writing, February 2019), a 1KB
fingerprint template would cost around 0.00093$ to be stored in Etherum. In any
case, blockchains do not usually store data directly, but use distributed storage
platforms like IPFS [3].

4 Conclusions and Future Work

Although research on the integration of biometric systems and blockchains is
incipient and is taking its first steps, it is undeniable that both technologies
have a potential for collaboration and enormous mutual growth.

In this paper we have discussed the main characteristics and limitations of
blockchains, especially those that could directly affect the implementation of
biometric systems. We have also explored the potential mutual benefits for both
technologies, and discussed a first approximation to a combined architecture
using blockchain for biometric template protection.

With a view in the future, a key question arises: how many of the biometric
processes can be integrated or ported into a blockchain, i.e., done on-chain?. For
example, would it be possible to implement a biometric matcher using a smart
contract? how? which challenges should be solved to do so?.

Due to the current limitations and characteristics of the blockchain technol-
ogy, a full integration with biometric processes seems very challenging in the
short term. However, there are some promising research areas, e.g., the use of
state channels [7], which could drastically reduce costs and improve bandwidth,
or the development of new zero-knowledge proofs that would allow a user to be
authenticated through biometrics without any of the parties having knowledge
of the user’s identity.
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