Biometrics Security

®

Julian Fierrez, Aythami Morales, and Javier
Ortega-Garcia

Universidad Autonoma de Madrid, Madrid,
Spain

Synonyms

Biometrics attacks; Biometrics vulnerabilities

Definitions

Biometrics security deals with the technologies
and practice around evaluating the impact of
attacks to biometrics systems and ways to coun-
termeasure such attacks.

Application

Biometric systems can offer several advantages
over classical security methods based on some-
thing that you know (e.g., PIN, password) or
something that you have (e.g., key, card, ID).
Traditional authentication systems are not pre-
pared to discriminate between impostors who
have illegally acquired the privileges to access
a system and the genuine user. Furthermore, in
biometric systems, there is no need for the user
to remember difficult PIN codes that could be

© Springer Science+Business Media LLC 2021

easily forgotten or to carry a key that could be
lost or stolen. However, despite these advantages,
biometric systems have some drawbacks (Jain
et al. 2016), including (1) the lack of secrecy
(e.g., everybody knows our face or could get our
fingerprints) and (2) the fact that a biometric trait
cannot be replaced (if we forget a password, we
can easily generate a new one, but no new finger-
print can be generated if an impostor steals it).
Furthermore, biometric systems are vulnerable to
external attacks which could decrease their level
of security. Basically, there are eight different
points of attack on biometric recognition systems,
which are depicted in Fig. 1. These vulnerability
points can broadly be divided into two main
groups (Galbally et al. 2007):

* Direct attacks (also known as presentation
attacks or spoofing attacks (Hadid et al. 2015;
Marcel et al. 2019).) One can generate syn-
thetic biometric samples (for instance, speech,
fingerprints, or face images) in order to fraud-
ulently access a system. This is the first vul-
nerability point in a biometric security system
(see attack point 1 in Fig.1). These attacks
at the sensor level are referred to as direct
attacks. It is worth noting that in this type of
attacks, no specific knowledge about the sys-
tem operation is needed (e.g., matching algo-
rithm used, feature extraction, feature vector
format). Furthermore, the attack is carried out
in the analog domain, outside the digital limits
of the system, so the digital protection mech-
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Biometrics Security, Fig. 1 Architecture of an automated biometric verification system. Possible attack points are

numbered from 1 to 8

anisms (e.g., digital signature, watermarking)
cannot be directly used.

e [Indirect attacks. This group includes all the
remaining seven points of attack identified
in Fig. 1. Attacks 3 and 5 might be carried
out using a Trojan horse that bypasses the
feature extractor and the matcher, respectively.
In attack 6, the system database is manipulated
(a template is changed, added, or deleted) in
order to gain access to the application. The
remaining points of attack (2, 4, 7, and 8)
are thought to exploit possible weak points
in the communication channels of the system,
extracting, adding, or changing information
from them. In opposition to direct attacks,
in this case the intruder needs to have some
information about the inner working of the
recognition system, and, in most cases, phys-
ical access to some of the application compo-
nents (feature extractor, matcher, or database)
is required.

In order to improve the performance and
robustness of biometric systems against the
mentioned potential attacks, it is of great
importance to study the behavior of existing
systems against those potential attacks. This has
been an intense research effort in the last decade
(Marcel et al. 2019).

On the other hand, several countermeasures
have been developed for securing biometric sys-
tems against those potential attacks. The counter-
measures can be classified as follows:

e Presentation attack detection (also known
as biometric anti-spoofing or biometric fake

detection (Hadid et al. 2015; Marcel et al.
2019).) Against attacking point 1 in Fig. 1,
there are several techniques specifically
developed for biometric systems to detect
the naturalness of the input biometric in order
to detect fake or manipulated biometric inputs
(Galbally et al. 2014).

o Template protection. In order to protect attack-
ing points 6 and 7 in Fig. 1, there are several
techniques developed specifically for biomet-
ric systems that protect the biometric tem-
plates generated in the enrollment and opera-
tion of the systems. These techniques are com-
monly known as biometric template protection
(Rathgeb and Uhl 2011; Gomez-Barrero et al.
2017a).

e General computer security schemes. For
attacking points related to communication
channels and manipulation of the processing
modules in Fig.1, one can use general
computer security schemes.

Open Problems and Future Directions

Biometric template protection technologies are
now evolving to improve the security of bio-
metric systems while not harming operational
aspects of those systems. Future directions in this
way include incorporating into biometric systems
recent advances in cryptography and distributed
security like homomorphic encryption (Gomez-
Barrero et al. 2017b) and blockchain technologies
(Delgado-Mohatar et al. 2019).

On the other hand, the easiness to generate
high-quality biometric fake and manipulated
content is growing significantly nowadays with
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the explosion of deep learning technologies.
DeepFakes can now be created in several
biometric modalities (facial images and video,
voice, etc.) imitating natural biometric content in
a way almost undistinguishable to the human eye
(Tolosana et al. 2020). New techniques are being
developed specifically to countermeasure such
high-quality biometric fakes generated with deep
learning technologies (Neves et al. 2020).
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